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Abstract: This paper investigated the potential key aspects related to cybersecurity in
Metaverse, regarding cyber threats and cyber crimes, challenges and risks, along with potential
security measures that must be taken into account for a safe activity and an enjoyable user
experience. Starting from real cases of security incidents in Metaverse, potential strategies
and principles for ensuring cybersecurity in virtual environments were presented. An analysis
of the user-avatar relation was carried out to synthesize the benefits and risks that the user
may face in the virtual environment, when using digital devices and immersive and emergent
technologies, in the interaction and collaboration with the other avatars.

Keywords: Metaverse, cybersecurity, cyberbullying, cybercrime, avatar, metalepsis.

INTRODUCTION

Metaverse is a concept that combines physical
and virtual reality and can be accessed through
the Internetand digital devices,and the powerful
technologies on which it is built allow users
to have remarkable immersive experiences.
Immersive technologies such as extended
reality (XR) and Head Mounted Displays (HMDs)
make it easier to connect people to the virtual
world and virtual content (Chow et al., 2022). As
these technologies develop, the popularity of
the Metaverse is growing rapidly, and ensuring
the security of personal data and minimizing
the risks associated with digital interactions
and transactions are crucial (Analytics Insight,
2023), (Pew Research Center, 2022).

The success of a Metaverse platform depends
on the confidence users have in using it
(TechTarget, 2023). Whether it is for leisure,
study or business, cybersecurity is important,
especially since users are already aware of
cyber security regarding data breaches and
cyber-attacks that they know about in the real
world (TechTarget, 2023), (Ene & Savu, 2023).

Both businesses and consumers consider
privacy and cybersecurity issues to be the
primary concern in adopting Metaverse (PWC,
2022). According to a study by PWC, (2022) 66%
of participating companies said they are actively
participating in Metaverse technology, either by
building proofs of concepts, testing case studies
or generating revenue from transactions, while 55
% of consumers find Metaverse captivating.
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Only 9% of them said they use existing
Metaverse environments. 82% of companies
plan to include Metaverse in their business
plans in the next 3 years.

This paper aims to address the development
in the field of Metaverse security and present
potential cybersecurity incidents that could
happen and how these incidents can affect
users physically and mentally.

The paper is organized as follows: in the first
part, there is an analysis of how the issues
related to cybersecurity are treated in the
specialized literature. The second part presents
the potential challenges in the cybersecurity
space, the main attack vectors and the security
measures that can be taken, potential strategies
and necessary principles that can ensure
cybersecurity in the Metaverse and the user-
avatar relation from the perspective of cyber
safety and mental safety in Metaverse, with a
particular focus on four areas: health, psychic,
education and social.

RELATED WORK

Security issues in the Metaverse addressed in
the specialized literature are presented from
the point of view of the component technologies
that create the immersive virtual experience
and the cyber threats in the virtual environment
that affect both users and businesses. Thus, Sun
et al. (2022) address the potential security issues
facing Metaverse in its current development
phase using a framework organized into four
layers: the interaction layer, the network
layer, the application layer, and the emerging
technologies layer. Tariq et al. (2023) address
the security issues generated by the integration
of deepfake technologies in Metaverse with
an emphasis on impersonation in important
application scenarios, such as virtual gaming,
virtual meetings and virtual offices. A potential
solution to protect avatars using digital identity
verification systems is discussed. Singh & Bakar
(2019) proposes a systemic architectural model
of cybercrime stakeholders, whose components
can be used to address the issues of policy
development for global cybercrime.

Khan & Haque (2017),talkabouttheimportance
of cybersecurity in social media and present the
types of cybercrimes encountered along with
policies to follow. Gomez-Quintero et al. (2023)
present the results of a study that identified 30
crime threats in specialized literature, which
were grouped into categories regarding sexual
offences, financial areas, people and property.
These crimes can also appear in the Metaverse.
Bhardwaj & Kaushik (2023) make a comparative
analysis of security challenges in VR, AR and
Metaverse technologies.

CONSIDERATIONS REGARDING
CYBERSECURITY IN METAVERSE

As the emerging and immersive technologies
within the Metaverse composition develop, the
potential for cyber threats in the applications
accessed by users will increase. According to
(Shein, 2022) some cyber threats take place in
the early stages of the Metaverse, and others will
appear in the coming years. Following (Security,
2022), are encountered categories of threats in the
Metaverse, such as: NFTs (Non-Fungible Tokens)
(Gheorghe, 2023), private spaces to facilitate illegal
activities or communicate with other criminals
named Darkverse, financial fraud, privacy
issues, cyber-physical threats, XR threats, social
engineering, traditional IT attacks, other threats
related to policies, environmental impact, ethics
and moderation of behaviour within Metaverse.

Metaverse is characterized by the aspect of
immersion and interactions between users using
digital devices. Digital transactions in virtual
environments are another aspect of the Metaverse.
Also, the imprecise transparency of users’ personal
data, the multiple sources of data collection and
their sharing in these virtual environments raise
the issue of risks related to data.

Cybersecurity in Metaverse refers to the
cybersecurity of hosting platforms and the
cybersecurity of interacting users, the measures and
practices that must be used to keep virtual spaces
safe from potential vulnerabilities and threats.

The risks associated with cybersecurity relate to
a lack of regulation, which leads to a fragmented
user experience; a lack of user protection (meaning
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the lack of attention of digital device holders to
the volume of data collected about them) and a
lack of credential verification processes that also
exposes users to risk.

Some key aspects of cybersecurity in Metaverse
can be defined: as data protection and privacy,
authentication and access control, virtual asset
security, network security, secure transactions,
user education, secure development practices,
monitoring and incident response, regulations
and compliance, and collaboration.

Cyberbullying in Metaverse refers to the use of
digital tools of interaction and communication,
such as social media or online platforms in
virtual environments, intending to harm through
harassment, threat or intimidation. It is a serious
problem for people, which should not be neglected
because it can have repercussions on a mental
and emotional level.

Accordingto (Pew Research Center,2022)thereare
different forms of manifestation of cyberbullying,
such as virtual harassment, virtual impersonation,
avatar-based bullying, cyberbullying through
virtual objects, virtual property theft, exclusion and
isolation, virtual hate speech and discrimination.

To provide Metaverse users with safe, inclusive
and enjoyable virtual environments, the
cyberbullying approach requires, in addition
to technological solutions, user education and
user community management. Thus, important
aspects such as moderation and reporting,
virtual community guidelines, empowering
bystanders and mental health support must be
taken into account.

Cybercrimes in the Metaverse refer to criminal
activities that can occur in virtual reality
environments where users interact with avatars
and various digital representations. The aspect
of anonymity creates vulnerability in Metaverse
and allows various forms of cybercrimes: virtual
theft and fraud, virtual property damage, virtual
currency laundering, scams and deception,
malware and exploits, illegal content distribution,
virtual espionage and privacy violations. According
to (PWC, 2022), along with the development of
areas regarding employee/customer experience,
phishing cyber-attacks and social engineering
scams are on the rise.
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CONSIDERATIONS REGARDING
CHALLENGES IN METAVERSE

General cybersecurity challenges relate to
communication challenges, identity and customer
vulnerabilities. Because interactions between
users are based on trust, communication
challenges are about better communication at
scale between users (TechTarget, 2023).

Because the identity of the person users is
dealing with is questionable, Metaverse users are
vulnerable to identity spoofing, avatar theft, and
account hacking. A big challenge for Metaverse
is represented by deepfakes, which have the
potential to be used in the creation of child
sexual abuse material, fake news, intimidation
and financial fraud. The security challenges of
the VR and AR environments raise many privacy
and security issues. The VR security challenges
are about trust, accountability, authentication,
liability, privacy, hacking and espionage, while the
AR security challenges are about data integrity
and physical security.

A Metaverse that cannot be trusted could also
block the progress. In the study ,2022 Metaverse
Survey” (PWC, 2022), consisting of CEOs and
consumers, both groups stated that cybersecurity
and privacy are the top concerns that hold them
back from adopting Metaverse.

Metaverse could enable existing cybercrime
to trigger and create new types of cybercrime.
A Metaverse powered by a blockchain-enabled
Web3 infrastructure could be the place to find
solutions, including improved protocols and
cyber protection, the ability for users to control
what data is shared, and better user verification.
While there are many types of scams relevant to
the Metaverse and the decentralized Web3 world,
phishing and social engineering are some of the
most prevalent.

Considering the variety and complexity of the
services offered in Metaverse, there are potential
incidents that must be taken into account.
According to the survey (PWC, 2023) the most
important potential cases of incidents refer to
fraudulent messaging and social engineering,
malicious airdrops and giveaways, seed phrase
phishing and ice phishing.
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Fraudulent messaging and social engineering
methods aim to divulge private information, where
scammers take the form of an avatar designed to
impersonate people.

Malicious airdrops and giveaway methods are
known for features such as phishing, malware
distribution, unauthorized access and taking
advantage ofthe reward approach to deceive. Seed
phrase phishing methods help fraudsters take
control of a victim’s digital wallet and assets and
make transactions on behalf of the real members.
Ice phishing methods refer to assigning approval
of users’ cryptocurrency addresses to an attacker.

REAL CASES OF INCIDENTS IN
METAVERSE

Fraudulent messaging and social engineering
methods worked for the server of a Metaverse
environment with transactions supported by
blockchain technology that were compromised
and fraudulent messages were sent to members
regarding exclusive gifts. Using this method, a
huge number of digital assets were extracted
from the wallets of people who browsed
the fake website. In this case, the Metaverse
environment has been compromised.

According to (PWC, 2023), in the case of using
the method named malicious airdrops and
giveaway, an airdrop phishing scam carried out
via social media accounts stole $1 million worth
of digital assets.

In one case of seed phrase phishing, copycat
sites were created for several well-known digital
wallets where scammers were able to steal an
important amount of money through a seed
phrase phishing method. The victims are first-
time users. Some mobile wallet apps may save a
copy of a user’s private keys, further increasing
the attack surface to exploit.

Ice phishing method was used in the case of
a victim that authorized a transaction and the
smart contract injected with a malicious script,
allowed the attacker to transact on behalf of the
victim. As specified by PWC (2023), in one case,
the scammers created fake websites associated
with a Metaverse environment and paid for their
copycat Metaverse site to appear at the top of
search results. Victims linked their wallets to
this site and signed a contract allowing the
scammers access to their digital wallets.

Figure 1 synthesizes potential attack vectors
used by fraudsters and real cases of incidents
and security measures which can be taken.

- stay vigilant/informed
- educate yourself
- verify information

Security measures

= use multi-factor authentication
- update software

- don't share private keys/seed phrase
- use official websites/check website urls

- web imitators/imposters
mg:q:lT; d - social media accounts —
social er?gi:etrln - fraudulent emails Attack vectors com ised
g T Vv
- bot-controlled tex . y
t
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- 3D social engineering
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Malicious p 2 — ] airdrop phishing ‘
airdrops and - fake projects
giveaway - pyramid schemes —
- malware distribution | seed phrase phishing |
- unauthorized access
Victims
" - users | icephishing |
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—

Figure 1. Attack vectors and security measures
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The potential strategies and principles for ensuring cybersecurity in the Metaverse are

presented in Table 1.

Table 1. Cybersecurity strategies and principles in Metaverse

Strategies and principles

Description

Encryption and Secure Communication
(Canbay et al., 2022)

End-to-end encryption for data transmission and
communication within the Metaverse prevents
unauthorized access to sensitive information and
ensures that messages cannot be intercepted and read
by unauthorized users.

Multi-Factor Authentication
(MFA) (Ometov et al., 2018), (PWC, 2023)

MFA adds an extra layer of security by requiring
users to provide multiple forms of authentication
before gaining access to their accounts and helps
prevent unauthorized access even if passwords are
compromised.

Virtual Asset Security (Wang et al., 2022)

Robust security measures, like secure storage
mechanisms or mechanisms to report and recover
stolen assets, are needed to protect users’ virtual
assets.

User Privacy Controls
(Fernandez & Hui, 2022), (PWC, 2023)

The control over the information users share and the
ability to manage their privacy settings to prevent
unwanted data exposure are crucial.

Content Moderation (Hine, 2023)

It is important to use advanced content moderation
tools powered by Al to identify and remove harmful
or inappropriate content (such as hate speech,
cyberbullying and malicious code).

Blockchain Technology
(Gadekallu et al., 2022)

Integrating blockchain technology into the Metaverse
can provide transparency and security for transactions,
ownership, and digital identity.

Real-time Threat Detection
(Morley, 2022)

Al-driven algorithms can help identify potential threats
in real-time, regarding suspicious activities, such as
unauthorized access attempts, or anomalies in virtual
economies.

Regular Security Audits (Aks et al., 2022)

Regular security audits on Metaverse platforms are
important to identify vulnerabilities, address potential
weaknesses in their systems and help prevent
cyberattacks before they occur.

User Education
(Lin et al., 2022), (PWC, 2023)

Educating users about cybersecurity risks (such as
phishing and social engineering) is crucial.

Collaboration with Security Experts
(Wang et al., 2022)

Metaverse developers and companies should
collaborate with cybersecurity experts to identify and
address potential vulnerabilities.
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BENEFITS AND RISKS
IN USER-AVATAR RELATION

For the virtual world inside Metaverse, special
interest is given to the fields of medicine,
security, education and commerce, but concerns
related to the physical and mental health of the
user, privacy and socio-psychological problems
remain a constant to which researchers are
looking for solutions (Al-Ghaili et al., 2022).

Whether for study or entertainment, users
project their real identities in the form
of avatars, which serve as a facade in the
Metaverse. This process can be compared to
how an author inserts himself into a story,
and this concept is called metalepsis (Maruta,
2023). According to Gerard Genette, a prominent
French thinker who devoted an entire book
to the concept of metalepsis, it refers to the
deliberate manipulation of the specific causal
relation linking the author to his work (Genette,
2004). Similarly, in the case of virtual reality, it
connects the user to his avatar. Thus, the real
user moves from his physical existence to his
virtual existence and, from here, a series of
benefits and risks can arise.

Avatars offer advantages such as increased
social engagement, immersive educational
perspectivesand improved physicalaccessibility
for people with physical disabilities (Lin et al.,
2022), (Zallio & Clarkson, 2022).

Metaverse activities experienced through
the avatar have the power to alleviate feelings
of loneliness and isolation, creating feelings
of common belonging, because there are no
longer physical, spatial, social, geographical, or
linguistic barriers.

A study exploring the use of Metaverse
platforms for Generation Z and millennials
found that Metaverse enhances social realism
and presence by facilitating supportive
interactions between users. Engaging in positive
social interactions in the Metaverse can lead to
increased relationship satisfaction and reduced
feelings of loneliness. The study also found a
positive relation between the number of friends
and users’ perceived sense of social presence in
Metaverse (Oh et al., 2023).

Metaverse has the potential to transform
society, connect individuals to the digital world
and reduce social identity conflicts, but it can
also lead to unhealthy lifestyles (BUANA, 2023).
However, an excessive amount of time devoted to
Metaverse could lead to negative consequences
on physical and mental health, deeper levels of
addiction to metaverse activities (Pew Research
Center, 2022), anxiety and depression (Usmani
et al,, 2022). According to (Patrascanu, 2023),
the consequences for physical health include
a series of adverse effects, such as vision
impairment, spatiotemporal disorientation,
postural instability, physical discomfort, nausea
and/or dizziness, convulsions, accidents, severe
fatigue and pain head. These consequences
arise from the tendency of users to ignore
physical activity and self-care practices.

In addition, sharing personal information and
engaging in online interactions can create privacy
and security issues, exposing users to various
risks such as new threats to users’ personal data,
identity theft and cyberbullying (Zhao et al., 2022).

Figure 2 shows the benefits and risks that may
appear inthe relationship between the user and
his avatar, grouped into six major categories.
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Figure 2. The impact of the Avatar on the User

Table 2 provides a detailed description of the
categories of benefits and risks for the four

planes of influence, health, psyche, education
and social.

Table 2. Benefits and risks for influence plans

Health Benefits

Access to virtual health services
(Curtis et al., 2023)

Easier and more accessible health care through online medical
consultations or psychological therapy.

Creative exploration
(Zhu et al., 2023)

Easier and more accessible health care through online medical
consultations or psychological therapy.

Educational experiences
(Stanoevska-Slabeva, 2022)

Improved cognitive skills and personal development.

Health Risks

Impact on physical health

(Patrascanu, 2023)

Physical health problems related to the lack of exercise, as
well as vision problems, vertigo, headaches and nausea
because of the sedentary lifestyle associated with avatar use
in the Metaverse.

Data protection and security
(Fernandez et al., 2022)

Risk of becoming a victim of cyber-attacks that can affect the
user’s privacy because of certain personal data exposed using
an avatar.

Effects on mental health
(Usmani et al., 2022)

Cognitive overload, anxiety, depression and other mental
health problems because of prolonged use of the avatar in
the Metaverse.
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Psyche Benefits

Relaxation (Laeeq, K., 2022)

An escape from the stress and pressures of everyday life,
allowing users to relax and have fun in a virtual environment.

Identity exploration
(Dudoglo & Ritter, 2022)

The opportunity to explore different aspects of identity and
express creativity, can contribute to the development of a
positive self-image.

Emotional support and therapy
(Cerasa et al., 2022)

Online emotional support and therapy services offered by
some Metaverse platforms, can help users cope with stress,
anxiety or depression.

Psyche Risks

Metaverse addiction (Bojic, 2022)

Addiction, social isolation and neglect of real-life
responsibilities, with negative effects on mental health,
because of the excessive use of Metaverse.

Social comparison
(WAN et al., 2022)

Anxiety and stress because of unhealthy social comparisons,
as users can be exposed to unrealistic standards of beauty,
success or happiness.

Cognitive overload
(Kim et al., 2023)

Cognitive overload and mental exhaustion due to excess
stimuli, interactions and constant participation in the
Metaverse.

Education Benefits

Access to diverse educational
resources (Alam & Mohanty, 2022)

Access to a wide range of educational resources provided by
Metaverse and improved quality and diversity of education,
such as online courses, interactive learning materials, virtual
libraries and simulations.

Improving engagement and

motivation (Lee et al., 2023)

Increased level of engagement and motivation in learning due
to the interactions and collaboration in Metaverse with other
users or participation in gamified educational experiences.

Eliminating geographical barriers
(Yemenici, 2022)

Eliminating the geographical barrier and facilitating global
collaboration and learning through connecting Metaverse
students and teachers from long distances.

Education Risks

Content Quality (Tlili et al., 2022)

Users are exposed to incorrect or inappropriate information
for their age and education level because of the unverified or
not high-quality content on Metaverse.

Security issues (Choi et al., 2022)

Vulnerability of the Metaverse to cyber-attacks or abuses,
which may endanger users’ personal data and privacy.

Lack of face-to-face interaction
(Han et al., 2023)

A negative impact on the development of social skills and
interpersonal relationships because learning in the Metaverse,
may not completely replace face-to-face interactions and
teacher-student relations in the physical environment.

Social Benefits

Extensive interaction
(Han et al., 2023)

Extensive opportunities to interact with people around the
world, expand users’ social circle, collaborate on projects or
participate in virtual social events.
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Cultural diversity (Lepez, 2022)

Connected users with people from different cultures and
socio-economic backgrounds, allowing them to learn and
experience different perspectives and traditions.

(Lee et al., 2023)

Social development

The development of social skills such as communication,
conflict resolution and teamwork due to social interactions in
the Metaverse.

Social Risks

Identity disorders
(Usmani et al., 2022)

Confusion or the development of identity disorders, with
negative impact on mental health because of the excessive
exploration of identity in the Metaverse.

Conflicts

and
(Fernandez & Hui, 2022)

Harassment

The conducive environment of the Metaverse for conflicts and
harassment, as users can hide their real identity behind the
avatar and act without immediate social consequences.

Privacy issues

(Di Pietro & Cresci, 2021)

Exposure of personal data and privacy, and users may become
victims of security breaches or abuses.

By adopting a conscious approach to the
virtual world, users can effectively reap the
benefits of avatars while minimizing any
adverse effects on their mental, physical and

social, educational health.

Health

Benefits Risks
Accessto
Virtual
Health
Services

Physical

Creative Dt

Exploration

Protection
and Security

Mental
Health
Effects

Educational
Experiences
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Using an avatar in the Metaverse can bring
both benefits and risks to the user.

Figure 3shows the four areas of majorinfluence
on users in relation to their avatar, along with the
benefits and risks involved in each area.
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Figure 3. Benefits and risks in the influence plans
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Metaverse users must be aware of the benefits
and risks associated with the immersive
experience they desire. To enjoy these benefits as
much as possible, with minimal risk to their safety
and health, it is important that they set clear
limits on their time spent in the Metaverse, strike
a balance between their time spent in real life and
their time spent in the virtual world.

CONCLUSIONS

Metaverse is a technology that continues to
develop and will bring along new opportunities
and new cybersecurity threats that have
associated new risks.

Virtual reality solutions are preferred by
individual users who want enhanced immersive
experiences, but also by companies looking
to adopt Metaverse to grow their businesses.

Immersive technologies are vulnerable and
allow attackers to compromise the security of
activities in the Metaverse and, at the same time
they can have profound implications for the
physical and mental health of connected people.

Knowing the potential cybersecurity threats in
the Metaverse is an advantage as strategies can
be put in place to prevent new types of threats
in the future.

Connectingtothevirtualenvironmentthrough
digital devices can have deep repercussions on
the physical and mental health of individuals.
Users will need to realize that as they accept
the advances of the Metaverse, they must
learn how to protect themselves - by following
cybersecurity rules and prioritising their
health and the integrity of their bodies and
minds - by finding a balance between real-life
and virtual-life.
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