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Abstract: As society increasingly relies on space systems, this article explores the critical link
between space operations and cybersecurity, highlighting the need to protect space assets from
cyber threats. It emphasizes the role of Space Domain Awareness (SDA) in comprehending and
securingactivitiesin outer space. The article also discusses the challenges posed by the evolving
space architecture and SpaceX’s Starlink project, underlining the importance of cybersecurity
in safeguarding space assets. In conclusion, it calls for vigilance, innovation, and international
collaboration to secure the space frontier in an era marked by digital vulnerabilities.
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INTRODUCTION

The prominence of the space domain in
contemporary society is indisputable, with
space-based assets and digital systems
permeating critical functions. From enabling
global connectivity to monitoring Earth’s well-
being and expanding our presence beyond
terrestrial boundaries, space operations are
integral to modern life. However, this heightened
dependence on space infrastructure also ushers
in a new realm of vulnerabilities—cyber threats
in outer space (Botezatu, 2023).

The imperative of addressing a dynamic
intersection between space and cyber domains
demands immediate recognition. As of early
2022, the World Economic Forum underscored
the pressing concerns related to “digital
dependencies and cyber vulnerabilities” in

conjunction with the “crowding and competition
in space” as prominent global threats (World
Economic Forum, 2022). In subsequent months,
the tangible convergence of these threats
manifested during the Ukrainian crisis. Satellite-
based broadband internet services assumed
paramount significance for military operations
and the Ukrainian military’s resilience against a
Russian incursion. However, these services also
found themselves in the crosshairs of digital
disruptions and efforts aimed at denying access,
with repercussions extending far beyond the
confines of the conflict zone.

The aim of thisarticle isto explore the intricate
interplay between space operations and
cybersecurity in the context of Space Domain
Awareness (SDA) (US Space Force Command,
2023). SDA encompasses the comprehensive
understanding, management, and security of
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activities in outer space (Di Mare, 2021). The
convergence of space systems and cybersecurity
is underscored as a critical element in ensuring
thecontinuedandreliable contributionsofspace
systems to national critical infrastructure. By
analysing the cybersecurity principles laid outin
programmatic documents, such as the American
SPD-5 Directive and the EU Space Strategy for
Security and Defense, as well as addressing
contemporary cyber threat landscape, this
article underscores the indispensable role of
cybersecurity in the future of space exploration.

SPACE DOMAIN AWARENESS:
A COMPREHENSIVE FRAMEWORK

SDA, from both American and European
perspectives, serves as a pivotal framework
for comprehensively grasping, regulating,
and securing operations in outer space. It has
emerged as an indispensable paradigm in an
environment where space is akin to traditional
domains of warfare such as air, sea, and
land. Space Domain Awareness encompasses
the examination and surveillance of Earth’s
orbital satellites, encompassing tasks such as
identifying, tracking, cataloging, and detecting
artificial entities, including both operational
and defunct satellites, expended rocket
components, and fragments of space debris, in
addition to other more complex activities, such
as geointelligence.

Discussing a New Paradigm

Recent years have witnessed a significant
transformation in the geopolitical landscape,
ushering in a period characterized by increased
uncertainty (Azoulay, et al., 2021). Within this
shifting paradigm, Western alliance confront
the pressing need to rapidly adapt to emerging
threats on the international stage. Of particular
note isthe evolution of the space domain, marked
by growing concerns regarding the development
and deployment of anti-satellite capabilities.

In this context, the pivotal role of Space
Domain Awareness (SDA) becomes evident.

As nations navigate the changing dynamics of
outer space, space-based intelligence platforms
emerge as indispensable tools for decision-
makers, providing clarity amid ambiguity.
SDA’s capacity to comprehensively understand,
monitor, and secure activities in outer space
aligns seamlessly with the need to adapt swiftly
to emerging global challenges.

Within the North Atlantic Treaty Organization
(NATO), memberstatesoperateinanenvironment
marked by rapid transformation. This
environment underscores the growing necessity
for enhanced operational readiness and
increased system resiliency. Recognizing space’s
significance within contemporary defense
strategies, the Joint Air Power Competence
Centre (JAPCC) has recently advocated for NATO
to exert its political influence. The objective is to
ensure that member nations not only integrate
resilience concepts into the development of
their space systems but also foster the selection
of resilient, redundant, and synergetic national
space systems, including commercial solutions,
to bolster the Alliance’s operational capabilities.
This proactive approach aligns with the essence
of SDA—preparing for an uncertain future
by enhancing space systems’ resiliency and
effectiveness.

Technological Considerations

The drive to augment the resiliency of
space infrastructure is intrinsically linked to
the principles of Space Domain Awareness
(SDA). As the world seeks to adapt to evolving
challenges in outer space, one viable strategy
involves enabling the production of satellites
at scale. This approach not only expedites the
replenishment of depleted or damaged space
assets but also underscores the importance
of SDA in safeguarding the space domain.
Manufacturers, equipped with the ability to
rapidly produce identical satellite units without
compromising quality, exemplify the principles
of SDA. Such resilience in infrastructure
maintenance represents an essential aspect of
deterrence by denial, which SDA promotes.
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NASA's recent initiative, calling for the
development of its next-generation fleet of multi-
mission spacecraft, aligns with the tenets of SDA.
The trend of batch-producible small spacecraft,
pioneered by emerging space enterprises
like SpaceX, OneWeb, and BlackSky, reflects a
commercial market's shift toward the principles
of SDA. These companies demonstrate heightened
efficiency in harnessing compact satellites,
underscoring the importance of adaptability and
resiliency, central themes in SDA.

The accelerated pace of technological
advancements, a hallmark of the modern
era, reinforces the necessity of Space Domain
Awareness in spacecraft development. Space
systems must be agile enough to accommodate
new capabilities during their development. SDA
promotes this flexibility, as it emphasizes the
swift assimilation of unplanned hardware without
disrupting project timelines. Furthermore,
the global dispersion of space enterprises
necessitates cooperation among manufacturers
from diverse sources. Often, these entities lack
coordination regarding standards and protocols,
highlighting the importance of genuine plug-and-
play solutions, a concept consistent with SDA.

In summary, the evolving spacecraft domain,
intimately  connected  with  geopolitical
dynamics, underscores the growing importance
of Space Domain Awareness (Tadjdeh, 2021).
SDA principles—resilience, adaptability, and
interoperability—have emerged as cornerstones
for safeguarding space assets and ensuring their
continued effectiveness in a dynamic global
context. Strategies such as batch production and
plug-and-play solutions, closely aligned with the
tenets of SDA, offer viable pathways to address
evolving challenges within the space domain while
enhancing the capabilities of Western alliances in
an increasingly uncertain world.

The American Perspective

The transition from Space Situational
Awareness (SSA) to SDA in the United States
signifies an acknowledgment of the growing
complexities in space operations. While SSA

primarily focused on detecting, tracking, and
identifying artificial objects in Earth’s orbit,
SDA encompasses a more expansive spectrum.
It involves the identification, characterization,
and comprehension of various factors—passive
or active—that could affect space operations
(Erwin, 2022; Erwin, 2019). These factors span
from space debris and satellites to emerging
threats from rival nations.

Furthermore, SDA underlines the imperative of
comprehendingandmanagingthesemultifaceted
challenges within the dynamic space domain.
This transition underscores the United States’
commitment to maintaining a proactive and
adaptive approach in safeguarding its interests
and those of its allies in an environment marked
by the continuous evolution of space-related
technologies and threats.

The European Perspective: EU Space
Strategy for Security and Defense

The European Union's Space Strategy for
Security and Defence (EU External Action
Service, 2023) signifies a significant step
forward in bolstering the security and
resilience of space assets on the continent.
This comprehensive strategy encompasses five
key areas: defining space threats, enhancing
resilience and protection of space systems,
responding to space threats, optimizing the
use of space for security and defence, and
promoting responsible behaviours in space. By
embracing this strategy, the European Union
not only strives to safeguard its own space
assets but also to foster cooperation with global
partners, including the United States and NATO,
in addressing emerging challenges in the space
domain. The EU’s commitment to defining space
threats and developing strategies for resilience
reflects a proactive approach that aligns with the
evolving landscape of space operations and the
imperative of Space Domain Awareness (SDA)
on a global scale. This strategy also emphasizes
the need to cultivate a shared understanding
of space threats and encourages responsible
behaviours in outer space—a pivotal aspect
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of international collaboration in an era where
space is central to both security and innovation.

Furthermore, the European Union’s Space
Strategy for Security and Defense recognizes
the intrinsic connection between this strategic
approach and the principles of Space Domain
Awareness (SDA) and cybersecurity. As SDA
encompasses the comprehensive understanding,
management, and security of activities in outer
space, the EU’s strategy aligns perfectly with the
objectives of fostering a shared understanding
of space threats, enhancing the resilience and
protection of space systems, and responding
effectively to space threats. By prioritizing these
aspects, the EU aims not only to secure its
space assets but also to promote responsible
behavioursin space, emphasizing the importance
of international cooperation and information
sharing in the realm of space cybersecurity. This
integrated approach underscores the imperative
of combining SDA principles with robust
cybersecurity measures to ensure the safe and
sustainable use of outer space, reinforcing the
importance of securing the space frontier in
an era marked by digital vulnerabilities and
increasing reliance on space-based assets.

To sum up, both the American and European
perspectives underscore the significance of
SDA in addressing the evolving challenges and
dynamics of outer space. Regardless of the
vantage point, SDA serves as a pivotal framework
for enhancing security, safety, economic stability,
and environmental protection in an increasingly
congested and contested space environment.

THE ARCHITECTURE OF OUTER SPACE

The concept of Space Domain Awareness
(SDA) extends beyond the essential tasks of
monitoring and understanding space threats
(Erwin, 2022). It encompasses the intricate
architecture of outer space itself, which serves
as the backdrop for all space operations and
activities. To fully grasp the significance of SDA,
we must delve into the multi-layered nature of
this space domain.

« Physical Space Environment: At its core,

the space domain encompasses the

vast and boundless expanse of outer
space, extending far beyond the Earth’s
atmosphere. This domain is home to
celestial bodies, cosmic phenomena,
and the electromagnetic spectrum.
Understanding the intricacies of this
physical space environment is imperative
for the safe and effective conduct of space
operations. It involves considerations
such as radiation exposure, microgravity
effects, and the impact of cosmic debris
on spacecraft.

Orbital Regions: Within the space
domain, orbital regions represent distinct
zones with unique characteristics and
applications. These regions include Low
Earth Orbit (LEO), Medium Earth Orbit
(MEO), Geosynchronous Orbit (GEO),
and more. Each altitude offers specific
advantages and challenges for satellite
deployments. LEOQ, for instance, is ideal
for Earth observation satellites, while
GEO is preferred for communication
satellites due to its geostationary nature.
Recognizing the diversity of orbital regions
is essential for planning and optimizing
satellite missions.

Satellites and Spacecraft: At the heart of
the space architecture are the artificial
objects—satellites and spacecraft—that
fulfill a myriad of functions. These space
assets enable global communication,
Earth monitoring, navigation, scientific
exploration, and national security.
Satellites are strategically positioned
within  orbital regions to achieve
specific objectives, making them central
components of the space domain’s
architecture. The continued operation and
protection of these assets are crucial for
various societal and defense needs.
Ground Infrastructure: While much of the
focusis onobjectsin orbit, the architecture
of outer space also extends to Earth’s
surface, where ground infrastructure
plays a pivotal role. This infrastructure
includes satellite ground stations, launch
facilities, tracking and control centers,
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and communication hubs. Ground
infrastructure facilitates communication
with spacecraft, data reception, satellite
tracking, and control operations. It forms
an integral part of the broader space
architecture and must be considered in
any comprehensive space strategy.

« Communication Networks: The
functionality of space assets heavily relies
on intricate communication networks
that facilitate data transmission between
space assets and Earth. These networks
encompass various components, such as
radio frequency links, ground stations,
and data relay satellites. A robust and
resilient communication network is
vital for maintaining continuous contact
with satellites and ensuring the timely
exchange of data, which is essential for
various applications, including navigation,
weather forecasting, and national security.

» Industrial Space Sector: The space industry
comprises a diverse array of organizations,
both publicand private, thatare engagedin
space exploration, research, development,
manufacturing, and launch services.
These entities contribute significantly
to the development and maintenance
of space assets. Their role in advancing
space technology, fostering innovation,
and expanding the space frontier cannot
be overstated.

The architecture of outer space, with its
intricate and interconnected layers, testifies to
human ingenuity, technological advancement,
and the potential for scientific discovery. It
represents a delicate equilibrium between
the exploitation of space for myriad purposes
and the responsibility of protecting these
vital assets. Understanding the multi-layered
nature of the space domain is not only
essential for effective space operations but
also for addressing the evolving challenges and
complexities of the modern space era.

As Space Domain Awareness continues
to evolve, recognizing the nuances of this
architecture  becomes  paramount. This
understanding serves as the foundation for

ensuring the security, sustainability, and
responsible use of outer space—an essential
endeavor as humanity explores and exploits
the final frontier while safeguarding it for future
generations.

Interconnected Systems and Services

The architecture of outer space comprises
interconnected systems and services, each
contributing to the functionality and utility of
space assets.

Navigation and Positioning Systems: Satellite
navigation systems, exemplified by the
ubiquitous Global Positioning System (GPS),
play an indispensable role in providing precise
positioning and timing information. These
systems have transcended mere navigational
aids, permeating various aspects of modern life.
They underpin logistics operations, enabling the
efficient movement of goods and services, and
serve as critical tools in disaster management,
facilitating rapid response and relief efforts
during crises.

Earth Observation Satellites: A constellation
of Earth observation satellites, equipped with
advanced remote sensing instruments, serves
as Earth’s vigilant guardians. These satellites
capture a wealth of data critical for a range of
applications. They provide the foundation for
weather forecasting, supplying meteorologists
with real-time information about atmospheric
conditions. Moreover, they empower
environmental scientists to monitor changes in
ecosystems, enabling the assessment of climate
trends, natural disasters, and biodiversity
dynamics. Earth observation satellites are vital
tools for agriculture, offering insights into crop
health and enabling precision farming practices.
Additionally, their imagery aids in disaster
response by assessing the impact of events
such as wildfires, floods, and earthquakes.

Communication Satellites: Geostationary
communication satellites occupy a pivotal
position in the space architecture, forming the
backbone of global telecommunications. These
satellites, stationed in geosynchronous orbit,
facilitate voice, data, and video communication
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services that span the globe. They enable
seamless international connectivity, supporting
everything from international  business
transactions and global news dissemination to
personal communication and entertainment.
The uninterrupted flow of information through
these communication satellites has transformed
the way the world communicates, collaborates,
and connects.

National Security Satellites: Governments
deploy a cadre of reconnaissance and
surveillance satellites to safeguard national
interests and security. These satellites serve
as the eyes and ears of nations, monitoring
potentialthreatsand gatheringvitalintelligence.
They provide essential data to military and
defense organizations, offering critical insights
into adversary activities and ensuring early
warning capabilities. National security satellites
are integral to maintaining sovereignty and
readiness, assisting in crisis management, and
supporting strategic defense operations.

Space Science and Exploration Missions:
Scientific spacecraft and exploration missions
exemplify humanity’s insatiable curiosity
and quest for knowledge. These missions
venture beyond Earth’s confines to explore the
cosmos, conduct experiments, and expand our
understanding of the universe. They encompass
awide range of objectives, from studying distant
celestial bodies and their composition to
unraveling the mysteries of cosmic phenomena.
The data and insights gleaned from these
missions  transcend scientific  discovery,
inspiring awe and wonder while pushing the
boundaries of human achievement.

The architecture of outer space serves as a
testamentto human ingenuity and technological
advancement. It represents a harmonious
balance between the pursuit of diverse purposes
in space and the imperative to safeguard
these invaluable assets (Young, et al, 2019;
Chakraborty, et al., 2019; Rayner, 2017). As Space
Domain Awareness (SDA) continues to evolve,
acquiring a comprehensive understanding of
this intricate architecture becomes paramount.
It is through this understanding that we

can ensure the security, sustainability, and
responsible utilization of outer space—a tribute
to humanity’s capacity to explore and exploit
the final frontier while steadfastly safeguarding
it for the prosperity and enlightenment of future
generations.

CYBERSECURITY CHALLENGES IN THE
SPACE DOMAIN

In the context of the paradigmatic shift
towards SDA, this section delves into the critical
connection between cybersecurity and outer
space. It emphasizes the growing importance
of safeguarding space assets and systems from
cyber threats—a concern as space operations
become more integrated into daily life and
national security strategies (Young, et al., 2019).
SDA, at the forefront of comprehending and
managing activities in outer space, accentuates
the pressing issue of the intersection between
space operations and cybersecurity. Just as
SDA broadens our comprehension of the space
environment, it underscores the imperative
to secure this newfound domain from cyber
threats.

The integration of space systems into global
communication, navigation, defense, and
economic infrastructure has introduced several
key considerations at the intersection of
cybersecurity and outer space:

« Space Assets Vulnerability: Satellites,
space-based services, and ground
infrastructure  are  susceptible to
cyberattacks. Disrupting or compromising
these assets can have far-reaching
consequences, affecting national security
and daily life, from GPS navigation to
weather forecasting.

+ Emerging Threat Landscape: The space
domain has witnessed a proliferation
of actors—both state and non-state—
with the capacity and intent to conduct
cyber operations in space. These threats
encompass cyber espionage, data
manipulation, and the potential to disable
or control space systems.
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« Data Security and Integrity: Ensuring the
integrity and security of data transmitted
to and from space assets is paramount.
Unauthorized access or manipulation of
data can distort situational awareness,
potentially leading to misunderstandings
or conflicts.

« Space Supply Chain Vulnerabilities: The
space industry relies on a global supply
chain, making it susceptible to cyber
vulnerabilities at various development,
manufacturing, and launch stages. Supply
chain compromises can have cascading
effects on space missions and services.

Addressing these challenges necessitates
a concerted effort at the confluence of
cybersecurity and outer space.

Key considerations encompass secure
communication, data encryption, advanced
threat detection, international collaboration,
and security-by-design principles.

STARLINK SATELLITES AND SPACE
DOMAIN AWARENESS

In May 2021, SpaceX, under the stewardship
of Elon Musk, launched a cluster of 60 Starlink
satellites into Low Earth Orbit (LEO), marking
the commencement of a global satellite
internet network. SpaceX’'s ambitious Starlink
project exemplifies the expansion of the space
architecture.

SpaceX’s Starlink venture signifies a
substantial augmentation of the space
architecture, notably in LEO. With thousands of
satellites in orbit and further launches planned,
this mega-constellation aims to provide high-
speed internet access to underserved regions
worldwide. These satellites are integral
components of the evolving space architecture.

As the number of active satellites and
space objects escalates in LEO, space traffic
management becomes increasingly complex.
Operators must meticulously plan satellite
trajectories to avoid collisions, minimize
space debris generation, and ensure space
environment safety and sustainability. This

challenge underscores the importance of SDA
(Skrzypiec, 2021).

To prevent collisions and ensure safe Starlink
satellite operation and that of other space assets,
coordination and monitoring are imperative.
Space agencies, organizations, and private
companies like SpaceX must rely on SDA systems
to track precise satellite locations, predict
their orbits, and adjust courses when potential
collisions with other objects are detected.

Given that Starlink satellites constitute critical
infrastructure, their cybersecurity is paramount.
Malicious actors may endeavor to infiltrate
satellite systems, disrupt communications,
or interfere with satellite operations. This
introduces a new dimension of cybersecurity
concerns in the space domain.

SDA plays a pivotal role in averting space
incidents by providing real-time data and
forecasts about space object positions and
movements. In the context of the Starlink
project, SDA assists SpaceX in ensuring the safe
deploymentandoperationofitsextensivesatellite
constellation while also identifying potential
cyber threats. Robust cybersecurity measures,
including encryption, secure data transmission,
and protection against unauthorized access,
are indispensable for safeguarding against
cyber threats. The integration of cybersecurity
practices into SDA systems is vital for detecting
and mitigating cyber risks.

SpaceX’s Starlink endeavor underscores the
necessity for international collaboration in
managing the space architecture and addressing
cybersecurity concerns. With satellites from
various operators sharing the same orbital
region, cooperation in data sharing, collision
avoidance maneuvers, and cybersecurity
information exchange is pivotal.

SpaceX’s Starlink project serves as a
contemporary example of the rapidly evolving
outer space architecture with the deployment of
mega-constellations. It underscores the critical
role of Space Domain Awareness in ensuring
the safe and responsible use of outer space
while highlighting the growing importance of
cybersecurity in shielding space assets from
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malicious cyber threats. This real-life case
illustrates how SDA principles, coupled with
robust cybersecurity measures, are applied
to navigate the complexities and security
challenges of the modern space architecture.

CONCLUSION: SAFEGUARDING THE
SPACE FRONTIER

In this new era of Space Domain Awareness,
securing space assets and systems from cyber
threatsisintegral to ensuring space security and
resilience. The convergence of cybersecurity and
outer space necessitates vigilance, innovation,
and international collaboration to shield our
space frontier from emerging digital risks. This
paradigmatic shift elucidates that securing the
final frontier is not solely a space mission—it is
a cybersecurity imperative.

SDA, with its focus on tracking, monitoring,
and predicting activities in outer space, stands
as a pivotal framework for ensuring the safety
and sustainability of space operations. However,
the complexities inherent in modern space
architectures, exemplified by initiatives such as
SpaceX's Starlink project, underline the necessity
of adapting SDA to the evolving landscape.

Cybersecurity, once confined to terrestrial
concerns, now transcends Earth’s boundaries.
Satellite constellations, communication
networks, and navigation systems are not
immune to cyber threats. The malevolent
manipulation of space assets can yield far-
reaching consequences, affecting not only
technological advancements but also national
security and everyday life.

In response to this burgeoning challenge, the
integration of robust cybersecurity measures
into SDA systems assumes paramount
importance. Elements such as encryption,
secure communication protocols, and proactive

threat detection mechanisms are essential
components for safeguarding space assets
against cyberattacks.

Moreover, international collaboration takes
on heightened significance within the realm of
space cybersecurity. The shared utilization of
space mandates shared responsibilities. Nations,
space agencies, and private space enterprises
must collaboratively establish norms, rules, and
principles to encourage responsible behavior in
space and address emerging cyber threats.

As we contemplate the future of space
exploration, resource utilization, and
commercialization, we must acknowledge that
preserving the space frontier is inseparable
from our ability to protect it from cyber threats.
The guardianship of outer space is not merely
an obligation; it is a strategic imperative, vital
for maintaining our presence beyond Earth and
ensuring the sustainability of space endeavours.

In this new space age, where the final frontier
signifies a realm of exploration, connectivity,
innovation, and security, collaboration among
space professionals, cybersecurity experts,
and policymakers becomes indispensable.
Collectively, we can secure the space frontier
and embark on a future where the boundless
potential of outerspace remainswithin our grasp
while shielding it from digital vulnerabilities.

The confluence of Space Domain Awareness
and cybersecurity epitomizes the forefront
of our endeavors to safeguard our space
frontier—a frontier holding the key to scientific
discovery, technological progress, and the
resilience of our interconnected world. As we
traverse this uncharted territory, one certainty
prevails: securing the final frontier constitutes
a mission transcending borders, disciplines,
and generations. It is a mission defining our
commitment to a safer and more prosperous
future, both on Earth and among the stars.
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