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Abstract: This paper addresses the problem of the quantum networks (QN) development for
secured communications through Quantum Key Distribution (QKD) protocols. The main use
case for QN-based Cyber Security is related to the cryptographic key exchange using QKD for
the detection of passive attacks. Starting from a brief analysis of the current achievements
in QN development, a topological model of a QN is proposed, close to that of the QNs already
deployed under the development. The performances of QKD applications are estimated for a
simulation scenario for a case study with point-to-point QKD connections. This methodology is
useful for the design of QN-based security applications, as a reliable framework for estimating
the expected performances, for setting and optimization of the feasible performances. The
performance issues in the quantum cryptography and QN-based Cyber Security are more
challenging comparing to the conventional Cyber Security, due to the probabilistic nature of
the quantum processes outputs.
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early detection of passive attacks that leave no
visible traces in the message flow and content
(eavesdropping) still remains a major challenge.

New security issues are induced in smart
environments with the extensive usage of loT
(Internet-of-Things) devices. These require an

INTRODUCTION

The current issues in Cyber Security result
from the spreading of various attack techniques
with increased sophistication (Marinescu et
al., 2016). The need to integrate new security

technologies should be addressed through
innovative and customizable solutions (Andriu,
2023). The detection and even blocking of active
attacks (which alter the data packets content
or sequencing) is already addressed through
conventional, widely deployed solutions. The

optimal trade-off between the operational and
usability costs generated by the complexity ofthe
new security mechanisms (Dumitrache, 2020).
The security solutions for smart environment
applications are based on the hardware/
software specification and implementation of
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best practices for hardware security and various
software tools (Dumitrache et al., 2021).

e-Health requires strong security and privacy
mechanisms. The numerous e-Health projects,
both national - for example RO-SmartAgeing
(Gheorghe-Moisii et al., 2023), and international,
which were already carried out or are in an
ongoing stage, have required strong Cyber Security
mechanisms. The use of Artificial Intelligence (Al)
technologies in e-Health applications (Gheorghe-
Moisii et al., 2024) raises ethical issues for the
processing of personal data impacting on the
data security. Ensuring Cyber Security in e-Health
systems requires the adoption of appropriate
measures for risk mitigation and personal data
protection (Craciun, 2023).

An innovative technology with major potential
in Cyber Security is Quantum Computing (QC)
including QN and secured data communication
through Quantum Key Distribution (QKD), but
with major concerns for the development of
robust systems against attacks that could be
initiated through quantum computers (post-
quantum cryptography).

The role of current QC technological
developments in terms of Cyber Security (lancu,
2022) refers to both cryptographic aspects (e.g.
the secured key generation and exchange) and
how to generate quantum information carriers
(qubits), respectively to the required hardware
resources. The major challenge is how QKD can
effectively be integrated with conventional
security systems (Soviany & Gheorghe, 2023).

QN refers to connectivity for the information
transmission and sharing, in which the
information carriers (qubits) encode the
information based on the principles of quantum
physics (Johnson-Groh, 2022). The underlying
principles for information encoding (quantum
superposition and entanglement) support the
concept of a quantum computer with increased
processing capacity. The qubit, asa fundamental
unit of quantum information, is similar to the
classical bits in that there are two measurable
states (0 and 1). Unlike classical bits, a qubit
can also be in a superposition state of the two
states, but this state is not observable (Hughes
et al,, 2021). The entanglement ensures security

(Johnson-Groh, 2022) through the ability
to detect passive attacks (eavesdropping),
based on the change in the quantum state
of the information carriers as a result of
any observation. A key challenge for the QN
development is the interworking between
different types of quantum systems and the
communication infrastructure (Johnson-Groh,
2022). One can expect that Cyber Security will
be significantly enhanced through the basic
quantum communication mechanism with
QKD. QKD was introduced for secured short-
distance communications, but it can be a
reliable starting point for quantum networking.
So far, the QKD communication has only been
practical over short distances. This constraint
is mainly caused by the sensitivity of quantum
information. Typically, the qubits are sent as
photons over the same fibers carrying most of
the Internet’'s data traffic. The slightest fiber
disturbance or even small differences in the
distances can destroy the quantum correlation
between 2 qubits, removing them from the
quantum entanglement (Johnson-Groh, 2022).

For the QN expansion over larger distances,
the use of special repeaters should be
considered. In QN the long-distance data
transmission is a major challenge. The
quantum repeaters would have to create
several pairs of entangled qubits making an
entangled chain in which each qubit would
reproduce the quantum state of its neighbor.
The system security can be preserved as an
externalintruder trying to copy the information
will change the state of the qubits, revealing
the external action. This design principle is
extremely difficult to implement. Most of
the scientific community efforts are focused
towards the development of metropolitan-
scale QN not needing true quantum repeaters.
The developed metropolitan QN could then be
expanded when the future quantum repeaters
will become available.

Another assumption is that QN will operate
together with conventional communication
networks, hence their interworking. The QN
reliability and integration requirements will
require their operation over a backbone of
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fibers, together with existing networks within
the Internet connection (Johnson-Groh, 2022).

The role of the quantum physics principles is
essential in QC. Additionally, to the explanation
of some processes on a cosmic scale (Chirilg,
2016a), respectively to the explanation of some
phenomena on asubatomicscale (Chirila, 2016b),
the principles of quantum mechanics also find
their applicability in practical fields related to
current human activities. This is the case of the
implementation of QN for different applications.
The principle of quantum entanglement (Chirila,
2016c) is crucial for the application of quantum
technologies in Cyber Security.

The paper is structured as follows. The
second section provides a brief presentation
of the current achievements and trends in QN
development. The third section refers to QN
and Cyber Security (the fundamentals, the
applicability of QN in Cyber Security, simulation
software tools, and a scenario-based case study
with a QN simulation). Finally, the fourth section
outlines the conclusions of this paper.

CURRENT DEVELOPMENTS IN
QUANTUM NETWORKS

The best-known examples of QN/QKD projects

include:

+ DARPA (Defense Advanced Research
Projects Agency) QN (Elliott et al., 2005) -
consisting of 10 nodes between which QKD
is carried out, the first network developed
worldwide and implementing a QKD-
based cryptographic function;

« SECOQC (SEcure COmmunication based on
Quantum Cryptograpy) (Peev et al., 2009),
a metropolitan area operational network,
using 200 km of standard fiber optic cable
to interconnect a number of 6 locations
in Vienna as well as in the city of St.
Polten located 69 km west of the Austrian
capital. The SECOQC network contains
the following building blocks: Quantum
Access Nodes and Quantum Bus Nodes
or quantum support nodes (Quantum
BackBone), which implies trusted nodes.
The design included hierarchical network
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structures. A hierarchical network is
characterized by the segmentation of
network paths into smaller manageable
units. The considered topologies were star
and mesh, respectively (Cobourne, 2011);

+  SwissQuantum (Connect-world, 2011), made
by ID Quantique SA - a network installed
in the Geneva metropolitan area in 2009,
to experimentally validate the reliability
and robustness of a QKD system under
continuous operating conditions, over a
long period of time, in a field environment;

«  Tokyo QKD Network (NICT(Nationallnstitute
of Information and Communications
Technology), 2010), developed based on an
international collaboration with 7 partners:
NEC, Mitsubishi Electric, NTT and NICT
from Japan, but also with the participation
of some European partners represented
by Toshiba Research Europe Ltd. (from
the United Kingdom), Id Quantique (from
Switzerland) and All Vienna (from Austria);

+ Los Alamos National Laboratory (Hughes
et al, 2013), a hub-and-spoke network,
operated by Los Alamos National
Laboratory. All messages are transmitted
throughahub node. Each node isequipped
with a quantum transmitter. Only the hub
node receives quantum messages;

¢ RoNaQCl - Romanian National Quantum
Communication Infrastructure (RoNaQCl,
2024), a national initiative of Romania
within the European program for the
developmentofaquantum communication
infrastructure at the European level. This
is part of a wider effort of the European
Union to create a secure pan-European
network based on quantum technologies.
The implementation of advanced QKD
networks will be made in the form of a
single, national terrestrial highway, with
a number of 16 QKD links, covering over
1500 km, and 6 metropolitan terrestrial
networks (Bucuresti, Cluj-Napoca, lasi,
Timisoara, Craiova and Constanta), all
integrated and working with existing
communication networks. The main
objective is to build a secure quantum
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communication infrastructure in Romania,
which will serve as the basic infrastructure
of a future ,Quantum Internet” on a wider
EU scale;

*  QUANTEC (2021 - 2023) (Institute of Space
Science, 2021), a project whose main
objective was the creation of the Quantec
National Reference Center in quantum
communications. The project involved
several partners including the National
Institute for Research and Development
in Informatics - ICI Bucharest. Other
objectives were: a) Development of the
National Infrastructure by building a solid
infrastructure for quantum communications,
essential for a national network of quantum
communications; b) Development of
R&D and industrial skills at a national
level for the successful participation in
European activities/projects/initiatives (e.g.
EuroQCl) for the development of quantum
communication equipment/infrastructure/
services at a European level;

*  EuroQCI-EuropeanQuantumCommunication
Infrastructure  (European  Commission,
2024), which will be a secure quantum
communications infrastructure covering
the entire EU. The European Commission
is working with all 27 EU Member States
and the European Space Agency (ESA) to
implement EuroQCl, which will consist of a
land segment based on fiber communication
networks as well as a satellite-based space
segment. EuroQCl will protect sensitive
data and critical infrastructures by
integrating quantum systems into existing
communication infrastructures;

*  QUESS (Quantum Experiments at Space
Scale) / Micius (CAS, 2017), in the framework
of which China established the world’s
first integrated quantum communications
network, combining more than 700 optical
fibers on the ground with two ground-to-
satellite links to achieve QKD over a total
distance of 4.600 km for users across the
country. Using reliable relays, the fiber-to-
ground network and satellite-to-ground
links have been integrated.

QUANTUM NETWORKS AND THEIR USE
IN CYBER SECURITY

Quantum Networks: working principles
and features

QN perform the connection between systems
and communication based on quantum
processes. This approach is different from
classical networking technologies (Burke, 2023).
QN have as their expected functionality the
transmission of quantum information, which
is usually encoded in the quantum states of
individual photons (Aliro, 2024). By using the
informational capabilities of quantum states,
QN provide support for a new generation
of applications (Aliro, 2024.). The working
model is based on the quantum mechanics
principles (Aliro, 2024), deriving from physical
properties only at an atomic/subatomic scale.
These properties are not observable at the
macroscopic scale (Hughes et al., 2021). From
the Cyber Security perspective, the focus is
on communication networks with QKD-based
security (QKD networks). The typical features of
QKD networks include (Mehic et al., 2020):

¢ Key rate - parameter measuring the
average key generation/transmission rate
for a QKD link;

« Link length - a major constraint, the
length over which the key material can be
generated;

*  Protection of the key material — the main
concern about the confidentiality of the
established key material. The nodes must
be secure, with the key material unique
and not available to third parties;

« Keyusage-Alonger routing path selection
involvesahigherkeymaterialconsumption.
During various communication problems,
the new key material is issued to decrease
the risk of loss;

* Observable robustness with respect to the
incremental addition of new nodes as well

as to the new link establishment.
The QN deployment is based on the elements

that support the underlying principles of these
networks (Aliro, 2024; Burke, 2023):
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« the quantum entanglement - the property
according to which 2 qubits become
quantum correlated. Even though they are
physically separated, the 2 qubits appear
to be instantaneously correlated. The
elementary particles carrying quantum
information can be entangled. Quantum
entanglement ensures that two quantum
systems (elementary particles, photons,
etc.) can share their ground states in a
unified quantum state. Any change in the
basic quantum state of one particle implies
an immediate change in the state of the
other particle, regardless of the distance
between them. If the state of a qubit at one
end of the connection changes, then the
qubit at the other end of the connection
instantly reflects the correlated state
change. The observation of these quantum
state changes underpins the transmission
of information (Burke, 2023) in QN but also
the detection of passive attacks;

« coherence (Burke, 2023) - that refers to the
conservation of the quantum state of a
system that must be ensured for the data
to be transmitted. The degradation of the
quantum state leads to the loss of system
coherence. Various factors can alter or
destroy coherence - electromagnetic
disturbances, temperature changes and
quantum measurement;

« non-cloning (Burke, 2023) - a principle
based on the fact that the quantum laws
dictate that the process of observing
a system changes its state. The qubits
cannot be directly copied because the
copying process would alter the original
quantum state.

The following methods can be used in QN to
connect the end nodes (Burke, 2023):

« direct connection, for example by sending
entangled photon beams in free space;

» indirect connection, in which optical fibers
and specialized optical switches are used
to connect the end nodes. The entangled
photons are transmitted through the
fibers, which preserves the quantum
states of the information-carrying qubits.
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For longer distances the use of specialized
quantum repeaters is required to transfer data
traffic over multiple hops. Quantum repeaters
could transfer data traffic as trusted or untrusted
participantsin the communication chain. Trusted
repeaters enable end-to-end communications
via a chain of QKD events. These events provide
the end nodes with a securely generated and
transmitted cryptographic key, which is also
known to one of the intermediate repeaters.
Untrusted repeaters are purely quantum
repeaters. These repeaters perform a quantum
operation on pairs of qubits to entangle them
so that the changes in the state of one qubit
are reflected in the state of the other qubit. A
transmitting end node creates a pair of entangled
qubits, keeps one of them and sends the other
one through the repeater network (Burke, 2023).

QN are not expected to replace the classical
networks. The communication networks with
connectivity and transmission support based
on classical technologies will remain essential.
QN should extend the existing networks so as
to allow the exchange of quantum information,
either between quantum computers or between
classical endpoints. Three major stages can be
defined in the QN development, based on the
way in which quantum information is transferred
between remote devices (Lackey, 2023):

+ Stage 1: Point-to-Point (P2P) - Any network
is built on top of P2P connections. This
stage should be defined by technologies
supporting a quantum analog of the
Physical layer in the networking stack,
the entanglement could be established
between 2 quantum devices;

e Stage 2: Many-to-One - Under the scaling
limitations of the P2P connections, this
stage could berepresented bytechnologies
supporting a quantum analog of the
Data Link layer. A quantum device will
be assumed to support connections with
many sites, providing entanglement to any
pair of them, as needed;

« Stage 3: Quantum Internet - Technologies
that support a Network layer for reliable
long-distance quantum communication
using a complex network based on robust
on-site hardware.
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The previous classification can be applied
for QKD networks in which the end nodes
may create or detect photons. The following
correspondence could be made (Lackey, 2023):
a) stage 1, represented by the actual QKD
hardware based on BB84 (Bennett-Brassard
1984) protocol defined for a P2P link between 2
devices; b) stage 2, represented by QKD systems
operating with E91 (Ekert 1991) protocol, where
a central device deals out entangled pairs to
the endpoints; c) stage 3, defined with device-
independent QKD with self-testing to guarantee
the proper operation of the system.

Researchers at the Delft University of
Technology, QuTech Quantum Internet Division
(Netherlands) defined several stages in the QN
development up to their full functionality (TU
Delft, n.d.):

e Stage 0 - Pre-quantic networks with
trusted repeater, in which the directly-
connected endpoints can perform QKD.
The end nodes connected through multi-
hop paths (with reliable and trusted
intermediate repeaters) can establish a
secured key. No quantum information
is sent between the endpoints. The
links are made between classical nodes
representing trusted repeaters located
along the communication path. The QKD
process is not completely secure, because
the intermediate nodes are able to learn
the key and thus they must be trusted;

« Stages 1,2 - Proto-quantic networks. In
the first quantum stage (prepare-and-
measure networks) the end-to-end
transmission of qubits can be performed,
enabling QKD between any 2 nodes or a
secured authentication. In the second
stage (entanglement distribution
networks), the entanglement can be
delivered between any nodes. The device-
independent QKD could be implemented
due to the entanglement. A proto-
quantum network includes quantum
nodes (quantum repeaters) along the
path. The QKD process is secured because
the quantum nodes are not able to learn
the key;

» Stages 3,4,5 - Advanced QN, based on
guantum memories to store the qubits’
states. In the third stage (networks with
memory),the nodesshould be able to store
the quantum information in a quantum
memory for a certain time. The 4th stage
should feature a high performance for
the fault-tolerant networks (with a small
number of qubits), local processes and
memory lifetime, such as to enable the
implementation of a distributed quantum
computer. In the fifth stage (QC networks),
a full quantum computer should be placed
at each end node, allowing an enlarged
application range.

The proposed stages are related to the QKD
protocols. The QKD system development is still
constrained by several issues (Ghernaouti-Hélie
et al., 2008):

« relatively low-key exchange rates for
QKD protocols (Kbps). Experiments are
currently being carried out to achieve
higher key rates - Mbps (Li et al., 2023);

« thedistance overwhichthesecure exchange
of keys is carried out. The maximum
distance up to which the secure exchange
of keys using QKD protocols has proven
to be feasible is around 100 km. The key
generation rate exponentially decreases
with distance. The predicted future growth
would be up to about 200 km.

The recent experiments have demonstrated
that these constraints can be addressed
using QKD networks, instead of autonomous
QKD systems. An alternative option is the
development of redundant networks, outside
the links directly involved in the QKD protocols.
QN with QKD can be realized with several
approaches (Ghernaouti-Hélie et al., 2008;
Cobourne, 2011; Mehic et al., 2020):

«  full QN (network with quantum nodes), in
which the quantum signals are updated
based on the quantum repeaters. The
quantum repeaters require sophisticated
operations at the quantum level and
especially quantum memories, which are
not commercially available. A quantum
node can be used to remove the quantum
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decoherence of the signal along the
quantum channel. One can use quantum
entanglement sources, quantum memories
and entanglement purification techniques,
enabling the generation of perfectly
entangled states. These nodes could extend
thepotentialdistanceforsignaltransmission,
but are not practically achievable with
currently available technologies. A less
sophisticated quantum node (quantum
relay) does not require a quantum memory
and would be more feasible, but would still
involve certain technological difficulties.
The quantum relays do not extend the
distance over which a quantum signal can
be sent. A quantum signal is a sequence of
quantum states composing a quantum key;
QN with optical switching (networks with
optical nodes): optical nodes use classical
processes on the quantum signal - beam
splitting, multiplexing, de-multiplexing,
switching. This approach can be used to
create one-to-many QKD relationships. By
adding active switching elements, 2 QKD
nodes can be specifically selected for a
connection. For optical nodes, there is no
explicit requirement to be reliable, as they
only switch the signal from one quantum
channel to another. This approach cannot
be used to increase the distance over
which quantum signals are transmitted.
The switched QKD networks contain nodes
that connect to a full-optical network.
They have a switching mechanism through
which a direct, P2P optical connection is
made between any 2 nodes in the QKD
network. The optical nodes allow multi-
user operation, but reduce the maximum
distance covered by the signal, due to
optical losses at the node level;

classic reliable multi-hop  network,
supported by the available technologies
with reasonable costs. Its implementation
is based on the following principle:
generating local keys using QKD links and
storing them in the nodes at both ends
of a link (assuming that the endpoint
nodes are the most secured elements).
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The key distribution between remote
nodes is performed using a QKD path; a
QKD path contains several intermediate
trusted nodes between which P2P links are
establishedbased on QKD protocols.Secret
keys established between intermediate
nodes are transmitted along such a path
from one intermediate node to another.
If all intermediate nodes on the QKD path
are trusted, then it is feasible to establish
an end-to-end security relationship
between the source and destination. The
networks with reliable relay nodes provide
a trade-off between the first two options.
A reliable relay based on classical
technology performs exactly the intended
function: to carry out the re-transmission
of the quantum signal, also preventing
its eavesdropping or alteration. In a QKD
network, local keys are generated over
P2P QKD links. The local keys are securely
stored in the trusted nodes at each end of
the P2P links. A chain of reliable relays is
formed with their intermediate quantum
links, allowing one to establish the QKD
path. The quantum key of the transmitter
and receiver is treated as a message and
encrypted using an OTP (One-Time Pad)
algorithm with a local key stored in a
trusted node. It is transmitted hop-by-
hop between each node of the QKD path.
Also, it is decrypted and re-encrypted at
each node using a new key stored at the
respective node. All classic authentication
procedures for unconditional security are
executed at each node, using locally stored
QKD keys. The approach with multi-hop
networks is applicable to building wide-
area QKD networks.

A QN (QKD network) is an infrastructure with
qguantum links connecting multiple remote nodes.
It can be used for key agreement, using QKD
protocols (Alléaume, 2014). Such QN can have
various topologies, for example (Cobourne, 2011):

a topology with point-multi-point star
structures, with master nodes acting
as a key distribution center, the slave
nodes having P2P links with the master
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nodes. QKD protocols apply to each P2P
connection between a master node and a
slave node;

+ a mesh network topology with multi-hop
paths between source and destination.
Additional problems arise in achieving
QKD as part of the security mechanisms
for the exchange of secret shared keys.

The perspectives in the QN development also

consider the quantum Internet, as a network
of interconnected quantum computers. This
is predicted to enable large-scale information
transmission, computation and receiving using
quantum technology. Quantum Internet is not
expected to replace the existing Internet. The
quantum Internet is expected to provide new
functionalities on a large scale, such as quantum
cryptography and quantum Cloud computing.
This could be ensured by creating a co-existing
network for solving specific problems (Nellis,
2021). The requirements for the quantum Internet
include(Nellis,2021)the generation of morestable
qubits, the availability of the quantum repeater
(considering the non-cloning principle), the
quantum infrastructure availability. It is assumed
that quantum Internet will be an extended system
of distributed quantum computers connected by
quantum links (Lackey, 2023).

Usability of Quantum Networks. Quantum
Networks Application in Cyber Security

QN are expected to be reliable solutions
for communications with a high degree of
security, because security will be based on
quantum physics. This new type of security
generated in QN results from their specific
characteristics (Aliro, 2024): the possibility to
establish a connection based on the quantum
entanglement and the effective detection of the
communication eavesdropping.

The main applications of the QKD protocol-
based security systems are essentially the P2P
communication between users. The P2P nature
of QKD links gives networks secured by quantum
cryptography additional vulnerabilities to DoS
(Denial of Services) attacks (Ghernaouti-Hélie
et al., 2008).

The QN usability in Cyber Security will also
need to consider the QKD integration into
conventional security systems. In this case one
can consider that a QKD system includes (Mink
et al., 2009):

¢ aquantum channel, only used to transmit
qubits (photons). It is a transparent optical
path (optical fiber, FSO-Free-Space Optical
communication connection, with possible
optical switches, but without routers,
amplifiers or copper). It is a probabilistic
and lossy channel;

e a classical channel, that can be a
conventional IP (Internet Protocol)
channel, but depending on the
application requirements, it can be a
channel dedicated to the application or
one closely related, conceptually, to the
quantum channel.

The practical approach of the QKD integration
with conventional security mechanisms will have
to consider (Mink et al., 2009): the possibilities of
using the QKD-based secret keys within the IPSec
(Internet Protocol Security) and TLS (Transport
Layer Security) mechanisms; the changes that
should be made within the TLS and IKE (Internet
Key Exchange) protocols. Two models are
available for interfacing QKD with conventional
security applications (Mink et al., 2009):

« an approach in which the QKD service
interface provides keys for the real
application. This allows the application
to manage the encryption, authentication
and message transport processes, as
in current security systems. Therefore,
the QKD service interface acts as a key
exchange function;

¢ an approach in which the keys are
maintained within the QKD service
interface. The application is required to
send the message to the interface for
encryption, authentication and end-to-
end transport. The security application
should specify to the QKD service interface
the cipher needed for encryption, the MAC
(Message Authentication Code) generator
for the integrity algorithms, and the final
destination.
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Software tools/environments for
simulation/evaluation

The estimation of a network’s performance can
be donethrough a simulation-based methodology.
The simulations can be used for (Paudel et al, 2023):
evaluation of the parameters for the protocols
and architectures for QN, and the real-time
performance evaluation and troubleshooting of
already built networks. Examples of QN simulation
software include the following ones (Paudel et al,
2023; Azuma et al., 2021):

«  NetQASM (Network Quantum Assembly) - An

instruction set architecture to interface with
QN controllers and to run QN applications;

« NetSquid (Network Simulator for Quantum
Information using Discrete events) - An
event-driven simulator for networked
quantum systems, used to test QN
protocols against physical and link layer
effects of the network;

+ QUISP (Quantum Internet Simulation
Package) - An event-driven simulator
for quantum repeater networks, aimed
at protocol design and the study of the
emergentbehavioroflarge-scale,complex,
heterogeneous networks, with the goal of
simulating a complete quantum Internet;

+ QuNetSim (Quantum Network Simulator)
- A high-level framework that enables
the development of QN protocols. This
simulation platform supports the simple
implementation of QN applications.
QuNetSim is used for the routing schemes;

+ SimulaQron (Simple Quantum Network
Simulator) - A simulation platform, which
aims to facilitate the development of QN
applications. It can run as distributed on a
classical network, i.e. on physically distinct
machines, for simulating a network of
quantum computers;

+  SeQUeNCe (Simulator of Quantum Network
Communication) - A discrete event
simulator for quantum communication
networks characterized by a modular design
and an abstract architecture, allowing the
simulation of the transmission and tracking
of photon pulses and control messages;
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« Squanch (Simulator of Quantum Networks
and Channels) - An open-source Python
library used for simultaneous simulations
of quantum information processing, for the
purpose of testing quantum transmission
and QN protocols.

The QKDNetSim network simulator

The QN simulation can be carried out using
software tools integrated into the OpenQKD
environment (QKD  Network  Simulator).
Network-level simulation is performed using the
QKDNetSim (Quantum Key Distribution Network
Simulator). QKDNetSim is a simulation module
designed to extend the NS-3 network simulator
with QKD functionalities (Mehic et al., 2017).
The main purpose is the analysis of different
approaches for the QKD networks design and
structuring, with a focus on network security
(AIT Austrian Institute of Technology GmbH,
n.d.). The simulator is accessible from the web
page (University of Sarajevo & VSB Technical
University of Ostrava, 2021). QKDNetSim enables
reliable simulations of large-scale extended
QKD networks. The latest stable version of
the QKDNetSim simulator is compatible with
the NS-3 network simulator version 3.35 (AIT
Austrian Institute of Technology GmbH, n.d.).

QKDNetSim is designed to emulate the typical
functional structure allowed for a QKD node. It
implements the main functional components
of a QKD-based security system, as it can be
seen in Figure 1 (University of Sarajevo & VSB
Technical University of Ostrava, 2021):

QHKDNetSIim node design

Component name Function set

QKD Post-Processing
Application

Key distillation
OQKD-key supply

Key storage; Key relay
Koy supply: Koy life cycle

QED Key Manager
System Application

| QKD Control Routing control I

| QKD Application Key consumption l

Figure 1. Major components of the QKDNetSim node
(University of Sarajevo & VSB Technical University
of Ostrava, 2021)
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* QKD Post-Processing Application, which
generates secret keys through post-
processing in the key distillation phase
of the QKD protocol. This allows to set the
performance measures of the links;

* QKD Key Manager System Application
(QKMS), with functionalities covering
most of the QKDNetSim core (AIT Austrian
Institute of Technology GmbH, n.d.) key
management operations: key storage, key
material management, synchronization,
and key delivery. These functionalities

support  large-scale QKD  network
simulations, but they require routing
information;

QKD Control (Network Controller), which
handles the routing issues. The Dijkstra
algorithm generates the routing table.
Regardless of link performance or key
availability, the key delivery is always
performed though the shortest path
containing the fewest intermediate QKD
nodes;

« QKD Application (Cryptographic
applications), handled as external security
entities placed in close proximity to the
QKD node. QKD App 004 and QKD App
014 (AIT Austrian Institute of Technology
GmbH, n.d.) are implemented to test the
performance of the QKD network. These
apps simulate secured communications
based on QKD in different cryptographic
settings or network configurations. The
difference between the two apps lies in
the ETSI interface for communication with
the local QKMS.

QKDNetSim is a console-oriented simulator
that allows visualization of network topologies
using NS-3 tools. A Web interface was developed
to facilitate access to the network simulator.
On a cloud-based platform, QKDNetSim code
is executed in a docker (software resource for
application building and testing). Through the
Web interface the settings are communicated to
the QKDNetSim core. The Web interface acts as
a graphical user interface (AIT Austrian Institute
of Technology GmbH, n.d.).

Case study: A QN scenario and simulation

The QN/QKD network simulation aims to
estimate the expected performance of a QKD-
based secured communication network. The
QKD protocolswere presentedin a previouswork
(Soviany & Gheorghe, 2023). The QKDNetSim
simulator with its Web interface is used. The
structure of the QKDNetSim simulator provides
capabilities for two categories of QN simulation
activities:

¢ QN simulation for a network topology

including multi-hop paths between source
and destination;

¢ QN simulation for P2P configurations. It is

applied for configurations only including
direct paths between source and
destination, without intermediate nodes.

For the simulation the network scenario
takes QKD nodes placed at maximum distances
of 100 km from one another for reliable QKD
links between them, according to the distance
constraint. QKD links will only be placed
between nodes with distances meeting this
requirement. This example is based on a
terrestrial infrastructure with optical fiber, with
the topology given in Figure 2. The considered
topology includes 8 nodes, as follows: N1 -
Bucuresti; N2 - Ploiesti; N3 - Targoviste; N4 -
Pitesti; N5 - Ramnicu Valcea; N6 - Campulung
Muscel; N7 - Sinaia; N8 - Brasov.

The scenario only assumes terrestrial fiber-
based connections between the nodes. The
selected topology can show the practical
applicability of QN as networks with QKD security.
QKD should be considered within the context of
the major challenges that the development of
innovative Cyber Security solutions deals with.
A more complex configuration scenario (the
subject of a future case study) will combine
satellite and terrestrial QKD infrastructures
by interfacing a FSO channel emulating an
unguided optical medium link (free-space link)
with a fiber-based link. For the future scenario
with several types of links, one should assume
that during the QKDNetSim simulator running
no explicit distinction is made between free-
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space QKD links (FSO with entangled photon
laser sources or satellite, as appropriate) and
terrestrial ones based on optical fiber. The user
will need to adjust the performance thresholds
to ensure the performance adaptability of the
QKD protocols over any environment, according
to the simulator specifications (AIT Austrian
Institute of Technology GmbH, n.d.). According to
the same specifications, the free-space channels
(unguided optical medium) can have lengths
ranging from several hundred meters to several
kilometers, but also assuming the impact of
atmospheric conditions on laser transmission
(respectively on the beam of photons emitted
by laser sources). The length of an optical fiber
channel supporting a QKD link can reach several
tens of kilometers. The actual achievements
have shown that secret key rates for fiber-based
channels are around 100 Kbps and several tens of
Kbps for FSO channels (AIT Austrian Institute of
Technology GmbH, n.d.). The present case study
only assumes QKD links over fiber-optic channels
with maximum lengths of up to 100 kilometers
for the connections between nodes and secret
key rates according to simulator specifications
and current experimental achievements.

s |
5
—

Figure 2. The QKD topology for
simulation

e Task 4: the key performance indicators
(KPIs) setting for each QKD connection.
Once a QKD link is established, the user
must configure the KPIs for that connection.
In the case of the given topology, for each
feasible QKD link (constrained by the
maximum distance) the corresponding
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The experiments with the QKDNetSim
simulator (AIT Austrian Institute of Technology
GmbH, n.d.). include the following tasks:

e Task 1: the use of the graphical user

interface (Web interface of the simulator);

e Task 2: the QKD nodes placement in the
specified locations, as they are marked
on the map. Node placement can be
arbitrary. In practice, due to quantum
channel distance constraints, QKD links
cannot be established between nodes
in all possible pairs for the specified
topology. For QKD links, a maximum
distance of 100 km between the
connected nodes can be assumed. If the
distance between two nodes exceeds this
limit, additional trusted repeater nodes
should be installed to connect the remote
nodes. Figure 3 depicts the selection and
placement of nodes in the experimental
simulation setup;

e Task 3: the QKD link adding, between
nodes at distances of up to 100 kilometers
from each other. 2 nodes are selected to
be connected through the QKD link;

Figure 3. Placement of QKD nodes in the
experimental simulation setup

parameter setting is done. The parameters
setting for the QKD connection N1-N2 is
represented in Figure 4.

The other feasible QKD connections are
added, with their parameter settings. By
using the Web interface together with
the initial specification of the network
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structure (Figure 2), the addition of
feasible QKD links between the nodes
enables the representation of the actual
network topology with its geographic
coverage (Figure 5). The performance
settings for the added QKD links (N1-
N2, N2-N3, N3-N4, N4-N5, N5-N6, N3-
N7, N7-N8, N2-N7, N1-N3, N4-N6) are as
follows (assuming common settings per
link), together with the meanings of the
specified amounts:

Key Rate of 100 Kbps (the average number
of secret key bits generated/transmitted
per second;

Key Size of 10,000 bits (the average length
of the generated cryptographic key);

PP (Post-Processing) Packet Size of 100
bytes (the average size of traffic packets
exchanged in the QKD post-processing
phase);

PP Data Rate of 2000 bps (the average
data traffic rate in the QKD post-
processing phase);

Set Parameters ’
D Spsens

B TR ) e W wew o s )

i O o 8 oo e 0 )

e
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Figure 4. The parameters setting for
the QKD connection N1-N2

Task 5: the cryptographic application
installing, after the previous steps (the
QKD network topology specification, the
QKD links setup). The Add QKD App button
is used, for selecting two QKD nodes. Users
need to enter the descriptive cryptographic
application configuration parameters, as

Start time [sec] of 0 (the time when QKD
systems initiate key generation);

Stop time [sec] of 100 (the time when QKD
systems stop generating keys).

The key rate is estimated by default based
on distance (Shields, 2019). Depending on
the application, a particular key rate value
can be specified for the QKD link. The actual
geographic distances between the selected
points (QKD nodes placed according to the
chosen scenario and network topology) may
not match the actual lengths of the fiber-
optic links between the marked sites. The
statements of the Recommendation ITU-T
M.2301shouldbeconsideredinthissimulation
(International Telecommunication Union
ITU-T, 2002), providing some approximation
of the optical distance vs. the geographic
distance. This estimated distance allows to
evaluate the average delays for the selected
links, assuming a standard delay of 5 psec/
km of optical fiber (AIT Austrian Institute of
Technology GmbH, n.d.).
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Figure 5. Placement of the QKD links in the

experimental simulation setup

it can be seen in Figure 6 for the N1-N2
connection: data rate, data packet size,
cryptographic setup (encryption type,
authentication mode), ETSI interface,
number of keys, and timing. The installation
of cryptographic applications per QKD link
is illustrated in Figure 7.
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Figure 6. Cryptographic application
parameters for the QKD link NI-N2

Thecryptographicapplication configuration
settings for the QKD links are as follows
(assuming the same settings for every app
per link), together with the meaning of the
specified amounts:

App Packet Size of 100 bytes (the average
application data packet size);

App Traffic Rate of 50,000 bps (the average
rate of application traffic consuming keys);
Authentification type SHA 2 (Secure Hash
Algorithm 2);

Encryption Buffer Capacity of 1 (the
number of keys to be stored in a local
buffer of QKD004 for encryption);
Authentication Buffer Capacity of 6 (the
number of keys to be stored in a local
buffer of QKD0O04 for authentication);
Encryption type OTP (One-Time Pad);
Interface ETSI 004;

App Starttime[sec] of 10 (the time when the
application starts the key consumption);
App Stop time[sec] of 50 (the time when the
application stops the key consumption).
The cryptographic apps represent the uses
of the per QKD link generated cryptographic
keys between the network nodes. One of
the settings parameters of these apps per
QKD link is about the application traffic that
consumes the generated cryptographic keys.
The consumption of cryptographic keys
means the effective application of the keys in
typical Cyber Security tasks. For the simulated
case, the following security settings are
considered: encryption using the OTP secure
cryptographic algorithm at the node level, as
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Figure 7. Setting the cryptographic applications per

QKD connection in the experimental simulation setup

wellas SHA2 authentication. The cryptographic
applications are installed according to the
assumed ETSI interfaces. If the ESTI QKD 014
interface is selected, applications can be
placed on any two network nodes that are
connected through a QKD path (AIT Austrian
Institute of Technology GmbH, n.d.). The other
available interface option in the simulation
environment, ETSI QKD 004 (AIT Austrian
Institute of Technology GmbH, n.d.), only allows
P2P connections for the cryptographic Apps
placement. The last interface is considered in
the present case study.

Thesimulation procedure with 5tasks generates
an experimental configuration starting from the
initial specification of the network topology. The
resulting configuration is passed to the core of
the QKDNetSim simulator, where the simulation
is executed and the outputs are returned. The
Web interface constrains the number of nodes,
QKD links, and apps installed per connection
to ensure a high-speed simulation. For more
complex topologies a console-based approach
can be applied (AIT Austrian Institute of
Technology GmbH, n.d).

The evaluation of a QKD network is based on
several variables and performance indicators.
For the present case study, the pictures were
generated with restricted subsets consisting of
relevant performance metrics. The graphical
representations of the simulation outputs allow to
monitor the intensity of packet exchanges between
the linked QKD nodes. According to the simulator
specifications (AIT Austrian Institute of Technology
GmbH, n.d), the graphical representationsillustrate
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the effect in time for the current key material
delivery on each QKD link. A QKD link is specified
by the pair of QKD node identifiers between which
it was established. The amount of key material
increases as a result of the QKD process and may
decrease when a key is transmitted over links. The
simulation generated graphical representations
with the following curves:

« a pie chart representation highlighting the
relationship between the total number of
generated and consumed keys, for each
QKD link in the experimental setup;

* a 2D graphical representation allowing
the users to monitor the QKD apps
performances. This includes: a curve
showing the key consumption rate in time,
a curve describing the intensity of packet
exchanges, also consideringthe parameters
for QKD links and for cryptographic apps
(e.g. key generation rate), and for each
QKD node, a statistic showing the amount
of key material provided (total and per
application) as well as the total amount
of key material transmitted per path. If
multi-hop paths are not simulated, then
the outputs will not include information
about relayed keys. The variable called
“Missed send packet calls” is included in
the simulator run to explore the ability
of the QKD network service to meet the
requirements of QKD applications (e.g.
application interruptions caused by
missing key material).

a)

Sienulatian Results

[T

The outputs (including the graphical ones) of
the simulation for the QKD network setup are
presented here. In this case study, the simulation
outputs only concern the P2P connections
between nodes having feasible QKD links. A future
case study would provide results for different
multi-hop paths between the specified source and
destination nodes. One will only consider links
between which there are direct P2P cryptographic
applications, so for which the resulting key
consumption is non-0. All connections between
nodes are assumed to be fiber optic, with key
rates of 100 Kbps. The resulting key consumption
would be 0 for those links for which no direct
cryptographic applications between nodes were
explicitly configured. The simulator specifications
(AIT Austrian Institute of Technology GmbH,
n.d) but also the actual results from real and
simulated experiments show that there is a
difference between the amount of key material
that is generated and sent and the amount of
key material that is actually consumed. The
operating principle of the QKD network states
that the generated keys are constantly delivered
between 2 remote nodes, and the respective keys
are accumulated in these nodes. The accumulated
keys are subsequently provided to cryptographic
applications upon request.

The statistics for the QKD connection between
nodes N1and N2 are depicted in Figure 8a), while
those for the P2P cryptographic application
between the same nodes are represented in
Figure 8b).

b)

Simedation Results

~~~~~~

Figure 8. Simulation outputs for the P2P case NI-N2:
a) QKD link statistics between nodes NI and N2; b) N1-N2 cryptographic application statistics
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As the illustrated case is P2P (N1-N2
connection), the N1-N2 cryptographic App
directly overlaps the physical link between the
two QKD network nodes. Therefore, the N1-N2
QKD link provides key material for the N1-N2
cryptographic App. This example is based on
the defined scenario.

It allows to provide a theoretical estimation
for the reliability of a QKD connection with
cryptographic application given a certain
topology. In the various simulation cases,
either for P2P cryptographic applications
(with the application mapping on the
direct link between nodes) or for multi-hop
applications (with the application mapping
on a path with multiple intermediate nodes
between source and destination), it may be
necessary to consider possible occasional
interrupts of data transmissions caused
by some missing key material. The overall
performance of the QKD cryptographic App is
indicated by the value of the “Missed send
packet calls” indicator. The low performance
cases may have as real support the
insufficiency of the key material in respect to
the requirement of the application. In such
cases, for security reasons, one can interrupt
the flow of secure data until newly generated
key material is delivered. According to
the simulator specifications (AIT Austrian
Institute of Technology GmbH, n.d), such
performance degradations may appear rather
during the initial phase of the application,
especially when the setup specifies the ETSI
004 interface (as in the current example).
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CONCLUSIONS

An analysis of the evolution and perspectives
in QN development and application was carried
out in this work, within the framework of Cyber
Security concerns. The analysis started from a
brief explanation of the fundamental concepts for
QC and QN, with a focus on networks with QKD-
based security. The addressed topic is in line with
several previous specialized works such as the
one focused on QKD protocols, respectively the
one approaching the conceptual issues specific to
QC (Soviany & Gheorghe, 2023). The concepts and
issues related to QN development are exemplified
through a case study with the simulation of a
QKD network mapped on a defined scenario. This
case study is based on the QKDNetSim simulator,
through its Web interface, to evaluate the behavior
of a QKD network starting from a given scenario.
The present case study is applied for a P2P QKD
configuration, where the simulated performances
are estimated for QKD cryptographic applications
mapped on direct P2P links between nodes.
A future case study will consider multi-hop
quantum communications. Such modeling with
appropriate simulation may be used in the design
phase of a QN-based security, as a theoretical
basis for estimating the expected application
performances, for setting and possibly adjusting
the feasible performance targets. Performance
evaluationinthe context of quantum cryptography
and QN-based Cyber Security is more challenging
compared to the conventional Cyber Security
mechanisms, due to the probabilistic nature of
the quantum process outputs.
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