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Abstract: The increasing integration of connectivity, embedded intelligence, and remote 
management has turned classical mechatronic systems into complex cyber-physical systems 
(CPS). While this evolution enables greater efficiency, flexibility and autonomy, it also exposes 
mechatronic platforms to cyber threats capable of producing direct physical consequences. 
Unlike traditional IT systems, cyber-attacks on mechatronic systems can compromise control 
loops, manipulate sensor data, or induce unsafe actuator behavior. This article overviews the 
cybersecurity threats to modern mechatronic systems, presents the threat landscape specific 
to embedded control environments, and discusses engineering-oriented security mechanisms 
suitable for real-time and safety-critical applications. Additionally, we include a practical 
methodology for securing an integrated mechatronic control module of a concentrating solar 
system that is connected to the Internet and performs firmware updates over the network. At the 
same time, our study positions cyber security as a fundamental design constraint in contemporary 
mechatronics and highlights future research directions relevant to critical infrastructures.
Keywords: cyber security, mechatronics, cyber-physical systems, embedded security, industrial 
control systems, safety

INTRODUCTION

Mechatronic systems comprise a synergistic 
integration of mechanical structures, electronic 
hardware, control algorithms, and embedded 
software. Originally, such systems operated in 
isolated environments with limited external 
connectivity, thus, their exposure to cyber 
threats was lower than nowadays.

In recent years, driven by the advancements 
in Industry 4.0 that have led to a digital 
transformation and an increased demand for 
remote operation, mechatronic systems have 
become increasingly networked. Industrial 
robots, autonomous vehicles, smart actuators, 
and medical devices now rely on Ethernet-
based fieldbuses, wireless communication, 
cloud services, and over-the-air updates, which 
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are more prone to cyber incidents than before.
This transition has had a profound influence 
on mechatronic platforms such as cyber-
physical systems (CPS), since cyber incidents 
can affect physical processes. Consequently, 
cybersecurity emerges as a critical concern with 
implications for safety, reliability, and societal 
trust—aligning mechatronics firmly within the 
scope of cybersecurity research.

A cyber-physical system is characterized 
by the tight coupling between computational 
elements and physical processes. In 
mechatronics, this coupling is realized through 
closed-loop control systems where sensor 
measurements are continuously processed by 
embedded controllers to drive actuators.

The key CPS characteristics in modern 
mechatronics include embedded real-
time operating systems, networked control 
architectures, remote diagnostics and 
configuration, and integration with supervisory 
IT systems.

Unlike conventional IT systems, mechatronic 
CPS operate under strict real-time constraints 
and are governed by the physical laws. Any cyber 
compromise propagates beyond data integrity 
and penetrates into mechanical motion, energy 
transfer, or force generation.

The cyberthreats affect mechatronic 
systems since they expose a heterogeneous 
attack surface that blends IT and operational 
technology (OT): they target certain components 
and can be classified accordingly, as:

Embedded Controller Attacks
•	 Malicious firmware modification
•	 Secure boot bypass
•	 Exploitation of debugging interfaces 

(JTAG, SWD)
Sensor and Actuator Manipulation
•	 Sensor spoofing or signal injection
•	 Calibration parameter alteration
•	 Unauthorized actuator command injection
Industrial Communication Exploitation
•	 Unauthenticated fieldbus protocols (CAN, 

Modbus)
•	 Man-in-the-middle attacks on Ethernet-

based automation networks

•	 Replay and timing attacks affecting 
control stability

Supply Chain Risks
•	 Compromised firmware libraries
•	 Counterfeit or malicious hardware 

components
These threats are particularly severe because 

they can induce unsafe physical behaviour 
without triggering conventional fault detection 
mechanisms.

To manage the threats and risks specific to 
industrial and CPS systems, internationally 
recognized standards and frameworks have 
been developed:

•	 IEC 62443 – represents the most 
comprehensive series of standards for 
the security of Industrial Automation and 
Control Systems (IACS) and provides an 
organized framework of requirements 
applicable to the entire life cycle of 
industrial systems: from development, 
implementation, configuration, and 
operation to maintenance and updates. 
IEC 62443 standards define risk models, 
security levels, network segmentation 
(zones & conduits) and authentication 
and authorization requirements adapted 
to OT environments.

•	 ISO/IEC 27001 – is an information security 
management system (ISMS) standard 
applicable to organizations in any field. 
Although not specific to CPS or ICS, ISO 
27001 provides a robust framework for 
security governance, risk assessment, and 
access control that can be integrated with 
the specific requirements of IEC 62443 for 
security management in mechatronics.

•	 NIST – NIST guides (including SP 800-
82: Guide to ICS Security and other 
cybersecurity publications) provide 
detailed recommendations for protecting 
industrial cyber infrastructures, including 
defense strategies, secure configurations, 
and incident management policies. 
In practice, organizations use NIST 
alongside IEC 62443 to build coherent 
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security programs that are consistent 
with international best practices.

•	 In addition to these major frameworks, 
emerging specialized standards—such 
as EN 17927 for assessing the security of 
IoT platforms—can be integrated into the 
CPS security architecture for component-
level trust assessments. Overall, the 
combined use of these standards 
ensures holistic coverage of security 
requirements, both at the technical and 
organizational levels, and supports the 
security-by-design approach for critical 
control systems. Considering the threats 
mentioned ahead, in the following, we 
will analyse the practical manner in 
which an integrated mechatronic system 
can be secured.

Considering the threats mentioned ahead, 
in the following, we will analyse the practical 
manner in which an integrated mechatronic 
system can be secured. 

THE MECHATRONIC APPLICATION 
DEVELOPED 

In the following, the authors will describe a 
mechatronic application whose securing will 
later be discussed in the light of the current 
cyber-threats. The analysed application 
consists in a command-and-control system for 
a solar energy capturing device operating based 
on the principle of concentrating solar rays. 
This system was developed in the framework 
of the NUCLEU project – ‘PN 23 43 02 01 «New 
techniques and methods for building solar 
thermal systems with planar concentrators 
based on additive processing methods»’, which 
is currently in the Experimental Model stage. 
The experimental model for the orientation of 
a Fresnel lens is presented in Figure 1., while 
the schematic representation of the commands 
carried out by the electronic control system 
under analysis is shown schematically in 
Figure 2.

Figure 1. Experimental model of the sun tracking system for the planar concentrator
Source: original, made by authors
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Figure 2. Schematic representation of the command-and-control elements 
of the Fresnel planar lens orientation system

Source: adapted by authors

Mechanical and Control Structure

The mechanical architecture consists of two 
circular arc ball guides, one horizontal guide 
used to track the Sun’s movement in the East-
West direction, and two vertical guides used to 
track the Sun’s vertical movement. On each of the 
guide rails, the dedicated skate moves and it is 
driven by a motor-reducer and a rack and pinion 
mechanism. At the ends of each guide rail, there 
is a set of stroke limiters consisting of a „soft” 
magnetic limiter (which sends a signal to the 
microprocessor) and a „hardware” limiter (which 

interrupts the electric power supply to the drive 
motor). The positioning of the lens in the direction 
of the sun is guided by a four-quadrant sun sensor.

The signals from the four-quadrant sensor cell 
are read by the microprocessor that controls 
the displacement motors until the signals from 
the four integrated sensors become equal.

The integrated control module is built around 
an ESP32 microprocessor.

The ESP32 processor features a dual-core 
Xtensa 32-bit LX6 microprocessor operating at 
an adjustable frequency of up to 240 MHz and 
integrates Wi-Fi and Bluetooth capabilities. 
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Feature Details
Microprocessor Dual-core (or single-core in some versions) Tensilica Xtensa 32-

bit LX6

CPU frequency Adjustable, from 80 MHz to 240 MHz

Performance Up to 600 DMIPS

ULP co-processor Yes (an ultra-low-power peripheral processor, useful in a deep-
sleep mode)

Internal SRAM memory 520 KB

Internal ROM memory 448 KB (for boot and basic functions)

Flash memory Supports external QSPI Flash memory (typically 4 MB on standard 
modules, but expandable up to 16 MB)

Wi-Fi connectivity Standards 802.11 b/g/n (2.4 GHz, up to 150 Mbps)

Bluetooth connectivity v4.2 BR/EDR and Bluetooth Low Energy (BLE) (dual mode)

Peripheral Interfaces 34 programmable GPIOs, 18 12-bit ADC channels, 2 8-bit DACs, 
10 capacitive touch sensors, SPI, I²C, I²S, UART, CAN 2.0, Ethernet 
MAC, Hall sensor, temperature sensor

Energy consumption Designed for ultra-low power with multiple sleep modes (under 
5 µA sleep current)

Security Secure boot, Flash encryption, hardware cryptographic 
accelerators (AES, SHA, RSA, RNG)

Table 1. Technical Specifications of the processor used

An important feature of this processor is the 
possibility of updating the software running 
on the processor remotely (OTA – Over The Air 
update), by using the integrated Wi-Fi module. 
This particularity makes it easier to make 
changes that often occur in the case of testing 
experimental models, as is the case presented.

This feature introduces the main security risks 
generated by: unauthorized modification of the 
firmware; injection of malicious code through 
unsecured OTA mechanisms; compromising 
the control function (incorrect movements, 
blockages); and man-in-the-middle attacks 
during software updates.

To protect the system from the threats shown 
above, a secure update mechanism and a 
secure boot were chosen (both methods are 

available in the processor’s software libraries, 
provided by the manufacturer). The secure 
OTA update provides a firmware distribution 
channel resistant to interception or tampering 
attacks, while the secure boot enforces the 
exclusive execution of cryptographically signed 
applications, preventing the execution of non-
authentic code and maintaining the correct 
operation of the mechatronic system.

CASE STUDY: SECURING THE FIRMWARE 
UPDATE VIA HTTPS OTA

The ESP32 Over-The-Air (OTA) mechanism 
allows firmware to be updated without 
physical intervention, by downloading a new 
application image from a remote server and 
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writing it to a dedicated OTA slot in the flash 
memory. Using HTTPS introduces a first layer 
of security by establishing a TLS channel that 
ensures the confidentiality and integrity of the 
transfer, thus reducing the risk of interception 
or modification of the image during transit 
(man-in-the-middle). In addition, the server 
certificate verification (either based on a 
general trust store or a restricted certificate/
chain for closed networks) allows the 

authentication of the distribution endpoint, 
limiting the possibility of firmware delivery 
from unauthorized sources. After download, 
the firmware is validated at the format 
level (header/compatibility), and activated 
by changing the boot partition, ensuring a 
controlled transition to the updated version.

Figure 3 shows schematically how the 
software update for the ESP32 processor 
module is performed.

Figure 3. Schematic representation of a software update for the ESP32 module 
(Source: https://github.com/espressif/esp-idf/blob/v5.5.2/examples/system/ota/ota_workflow.png)

In detail, the stages of updating the firmware 
are carried out as follows:

Stage 1 – The host computer (on which the 
guidance system software is built) connects to 
the Wi-Fi router (via a cable or the Wi-Fi protocol).

Stage 2 – The server on which the newly 
created image will be stored is configured (it 
can be on the same computer on which the 
image is created, or it can be a server in the 
local network or a server from anywhere in the 
world connected to the Internet).

Stage 3 – The software is configured and is 
compiled.

Stage 4 – The ESP module is programmed 
through the serial connection; the first module 
programming will contain the over-the-air (OTA) 
specific components.

Stage 5 – The software is modified and a new 
software version is created; the new version of 
the software will be uploaded to the HTTP server.

Stage 5.1 – When the ESP module restarts it 
connects to the Wi-Fi router and through it 
to the HTTP server (local or remote).
Stage 5.2 – After connecting to the HTTP 
server, the OTA module in the processor 
checks if the image on the server has a 
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different variant than the current one in the 
module, and if it is different, it downloads it 
from the server.
Stage 5.3 – The new software variant is 
written to the OTA partition, and the module 
performs a reboot.

At the end of the update, the ESP module will 
run a new software version.

This update method is at risk of the image 
being intercepted during the update. To reduce 
this risk, a secure server with a HTTPS protocol 
and a TLS-type protocol is used, which ensures 
the confidentiality and integrity of the transfer, 
thus reducing the risk of interception or 
modification of the image during transit (‘man-
in-the-middle’ attack).

Transport Layer Security (TLS) is a 
standardized cryptographic protocol designed 
to secure network communications by 
ensuring the confidentiality, integrity, and 
authenticity of transmitted data. TLS uses 
symmetric encryption mechanisms for data 
flow protection, asymmetric key exchange 
for secure session establishment, and digital 
certificates for authenticating the entities 
involved. In the context of embedded systems, 
TLS is the foundation of HTTPS communications, 
preventing interception, modification, or 
impersonation during data transfer between 
the device and the server.

Within the TLS protocol, digital certificates play 
an essential role in the authentication process of 
the entities participating in the communication. 
A TLS certificate contains the server’s public 
key and identification information, and it is 
signed by a trusted Certificate Authority (CA), 
which allows the client to verify the authenticity 
of the endpoint it is communicating with. 
The certificate chain ensures the trust link 
between the server certificate and a known root 

authority, preventing impersonation attacks. In 
embedded systems, certificate selection and 
management can be achieved either by using 
a general trust store (for public infrastructures) 
or by restricted certificates or chains tailored 
to closed networks, providing increased control 
over the trust surface. 

To secure the connection between the ESP32 
and the HTTPS server from which the update is 
performed and to validate the TLS protocol, 2 
types of certificates are used as follows:

Using a General Certificate (Certificate Bundle)
The use of a general certificate (Certificate 

Bundle) is carried out in the connection used at 
OTA, by configuring the type variable esp_http_
config_t as follows.

To enable the global certificate when using 
ESP-TLS, simply pass the function pointer to the 
bundle attach function: 

esp_tls_cfg_t cfg = {
    .crt_bundle_attach = esp_crt_bundle_attach,
};
By setting the variable
.crt_bundle_attach = esp_crt_bundle_attach,

it forces the use of the ESP x509 Certificate 
Bundle certificate issued by the Mozilla NSS 
root certificate store and which includes more 
than 130 certificates that cover more than 99% 
of the market share.

The list of certificates included in the ESP x509 
certificate can be found at wiki.mozilla.org/CA/
Included_Certificates

For example (Figure 4), the boot messages 
(only the sequences important to the current 
topic) are presented for an application that 
does not have the boot certificate set and for 
an application with the variable .crt_bundle_
attach = esp_crt_bundle_attach (Figure 5).
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Figure 4. Verification of the connection to the update server 
(souce: https://esp32.incdmtm.ro) without using a TLS connection validation certificate

As seen in Figure 4, a connection cannot 
be made without a valid certificate, and the 
firmware update fails.

 In the next test, the variable .crt_bundle_
attach = esp_crt_bundle_attach is set. The boot 
messages in Figure 5 will be displayed.

Figure 5. Verification of the connection to the update server 
(souce: https://esp32.incdmtm.ro) by using an esp-x509-crt-bundle  certificate for validating the TLS 

connection

As can be seen in Figure 5, the certificate 
used is displayed, the connection to the 
update server is valid, and the firmware can be 
updated. 

As shown above, the use of the certificate 
bundle certificate esp-x509-crt-bundle is 
allowed on nearly 99% of the encrypted servers 
on the Internet.

Using a Single Certificate
For a connection limited to only one server, 

for example, the server used in the guidance 
application (https://esp32.incdmtm.ro), the 
server’s certificate can be directly embedded 
into the application. 

To this end, the certificate fullchain.pem 
needs to be downloaded from the server (Figure 
6) and embedded into the application.
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Figure 6. The structure of the certificate implemented on the ESP32 microprocessor

To activate this certificate, into the file 
CmakeLists.txt is inserted the line:

	 EMBED_TXTFILES ${project_dir}/server_
certs/ca_cert.pem

where
	 ${project_dir}/server_certs/ca_cert.pem 

represents the full path to the file that stores 
the server certificate generated above and 
shown in Figure 6.

In the file that performs the update of the 
project (orientare_https_ota.c) we will define 
the variables:

Figure 7. The file that performs the update of the project
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Figure 8. The messages displayed when using the certificate on the server.

As can be seen in figure 8, the connection 
to the update server has been established 
(https://esp32.incdmtm.ro), which shows that 
the certificate on the microprocessor is valid 
and the firmware update has been performed.

This method provides a significantly higher 
level of security than the alternatives. However, 
it requires periodic updates to both the client-
side certificate and the certificate installed on 
the server.

In practice, server certificates are typically 
renewed every 3 to 12 months.

For this reason, this approach is generally used 
in isolated networks that are not connected to 
the Internet, where certificate updates cannot 
be performed automatically, as is commonly 
done for publicly accessible Internet services.

ENSURING APPLICATION INTEGRITY BY 
SECURE BOOT

The ESP32 platform provides a secure boot 
mechanism as a method to ensure the integrity 
and authenticity of the software executed 
upon booting. Secure boot is based on a 
cryptographic verification of the application 

image (and, optionally, of the bootloader) 
using keys stored securely in the device’s 
non-volatile memory (eFuse). Depending on 
the desired security level, the ESP32 allows 
the activation of the secure boot by allowing 
exclusively running of digitally signed 
applications (‘Require signed app images’ 
option), as well as by extending the check on 
the bootloader. These mechanisms prevent 
the execution of unauthorized or modified 
firmware, thus protecting the system against 
firmware injection attacks and ensuring a 
chain of trust since the device boots up.

In the analysed case, of an experimental 
model, the encryption of the bootloader will 
greatly complicate the stages of verification, 
testing, and modification, and therefore, to 
secure the image of the application, only the 
digital signature method of the application will 
be used.

To digitally sign a project with ESP32, the 
following command is executed in the root of 
the project

	espsecure.py generate_signing_key --      
version 1 secure_boot_signing_key.pem



45Spring 2026, No. 1,  Vol. 8/ Romanian Cyber Security Journal

Figure 9 shows the options that need to be 
checked for securing the device developed by 
the authors. They are discussed below.

Require signed app images – the written 
image must be encrypted.  

App Signing Scheme – type of digital signature; 
in case of the processor chosen and used by 
the authors, the only possible method is ECDSA 
(‘Elliptic Curve Digital Signature Algorithm’) – which 
is a digital signature algorithm based on elliptic 
curve cryptography, used for authenticating and 
ensuring the integrity of a firmware image.

Verify app signature on update – when 
updating through the OTA mechanism, the 
image is verified by checking the signature.

Sign binaries during build – the created binary 
(executable) file will be signed by using the key 
from the „Secure boot private signing key” file, 
created by the espsecure.py command above.

Figure 9. Selecting the right options for digitally signing the application image

The encryption and validation process takes 
place as described below.

In the secure boot mechanism: 
•	 the checksum is calculated for the 

firmware (e.g. SHA-256);
•	 the checksum is signed with the ECDSA 

private key;
•	 the signature is attached to the image;

at boot, ESP32:
•	 recalculates the hash,
•	 verifies the signature with the public key,
•	 rejects the image if the check fails.
This process prevents running modified 

firmware, injecting malicious code, and 
downgrade or replacement attacks.
Figures 10 and 11 show the messages displayed 
when an unsigned or incorrectly signed image 
is used (Figure 10) and the messages displayed 
when an image is correctly signed.
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Figure 10. Boot messages when using an unsigned application

It can be seen in Figure 10 that – in the case 
of using an unsigned image when verifying 

the signature, the image is rejected and the 
firmware update is not performed.

Figure 11. Boot and update messages when using a signed image

As can be seen in Figure 11, no error message 
is displayed, the image signature is updated, 

and the process runs smoothly, without any 
errors.
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Results: Comparative Analysis of the Implemented Firmware Security Methods

Table 2 shows the advantages and disadvantages of the previously presented security methods.

Variant Security level Implementation 
complexity

Impact on 
maintenance

Practical 
applicability

Unsecured OTA Low Low Low–Medium Only for strictly 
isolated 
prototypes/ 
environments

OTA HTTPS + general 
certificate (bundle/
public CA)

Hugh (for 
transport 
& server 
authentication)

Medium Low Very good 
for modules 
connected to 
the Internet

OTA HTTPS + specific 
certificate (CA/ 
restricted chain, 
closed networks)

High–Very 
High (low trust 
surface)

Medium–High Medium Excellent for 
industrial/
closed networks

OTA + Secure Boot 
(signed application)

Very High 
(runtime 
integrity/

High Medium Recommended 
for critical 
systems & 
field-deployed 
systems

Table 2. Comparative matrix of the presented security methods.

CONCLUSION

From the analysis of the main security 
methods presented above, the authors 
recommend the use of the following security 
methods:

•	 For laboratory prototyping: unsecured 
OTA may be used temporarily, but only in 
strictly controlled environments.

•	 For devices connected to a public 
network: OTA over HTTPS with a general 
certificate (bundle) should be considered 
the baseline requirement.

•	 For devices operating on closed or 
industrial networks: OTA updates should 
be delivered over HTTPS using a device-
specific certificate with a restricted CA/
chain.

•	 For critical mechatronic systems 
(operating high-risk execution systems 
connected to the internet): it is 
recommended to use OTA over HTTPS 
(any variant) combined with Secure Boot 
(signed application) to ensure an in-
depth defence for both transport and 
execution.
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