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Abstract: Digital transformation has led to increased dependence on critical infrastructures and
their exposure to cyber threats that traditional defense methods cannot effectively manage. This
article highlights the use of artificial intelligence and machine learning in detecting, preventing,
and responding to attacks, including zero-day attacks. Metrics for evaluating anomaly detection
are presented, underlying that modern Al-driven anomaly detection systems must deliver high
accuracy, precision, and recall, while minimizing false positives and detection latency. Also, Al-
based security solutions and various Al technologies applied in cybersecurity are presented.
In addition, the ethical, technical, and operational challenges of implementing Al in intelligent,
explainable, and proactive cyber defense applications are highlighted.
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INTRODUCTION

Digital  transformation  has increased
dependence on critical infrastructures (such
as power grids, telecommunications, transport,
and financial infrastructures). The increase
in interconnectivity and automation has led
to infrastructures exposed to cyber threats
that exceed the capabilities of traditional
defense methods. Classic security solutions
can no longer cope with the attacks. Therefore,
advanced technologies and strategies became
necessary to adopt.

Globally, cybersecurity is grappling with
increasingly complex challenges. Over the

past 20 years, cyber-attacks have surged at
an alarming rate, both in variety and volume.
Advanced attacks, such as Advanced Persistent
Threats (APT) (Kumari & Lee 2023) or the
exploitation of 10T device networks (Franco et
al., 2021), demonstrated that these are no longer
isolated incidents but a global-level concern.

Traditional defense techniques, reliant on fixed
rules and convolutional detection systems, have
provento be inadequate. These methods perform
well against known cyber-attacks but struggle
to identify emerging threats that evolve rapidly.
These limitations become even more pronounced
in environments where configurations, traffic,
and resources shift quickly.
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defense methods. Classic security solutions
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advanced technologies and strategies became
necessary to adopt.

Globally, cybersecurity is grappling with
increasingly complex challenges. Over the
past 20 years, cyber-attacks have surged at
an alarming rate, both in variety and volume.
Advanced attacks, such as Advanced Persistent
Threats (APT) (Kumari & Lee 2023) or the
exploitation of 10T device networks (Franco et
al., 2021), demonstrated that these are no longer
isolated incidents but a global-level concern.

Traditional defense techniques, reliant on fixed
rules and convolutional detection systems, have
provento be inadequate. These methods perform
well against known cyber-attacks but struggle
to identify emerging threats that evolve rapidly.
These limitations become even more pronounced
in environments where configurations, traffic,
and resources shift quickly.

Today, Artificial Intelligence (Al) is pivotal
in cybersecurity for detection, prevention,
and response. Machine Learning (ML) and
Deep Learning (DL) algorithms can discern
subtle patterns and predict zero-day attacks.
Furthermore, Al enables automated responses,
significantly reducing the time required to
block an attack. As a result, the integration of Al
algorithms into cybersecurity is essential today.

The purpose of the article is to explore the
role of artificial intelligence in enhancing
cybersecurity by analyzing the main Al models
used for detecting and preventing cyber-attacks.
It aims to highlight the benefits Al offers over
traditional methods, discuss the challenges and
limitations of Al deployment in cybersecurity,
and outline future research directions. The
article also presents performance metrics for

Al-based anomaly detection and showcases
real-world Al-driven security solutions.

The remainder of this paper is structured as
follows. The section ,Theoretical Foundations:
Key Concepts” provides the theoretical
framework necessary to comprehend the subject
matter. Following this, the section ,Metrics for
Evaluating Anomaly Detection in Al-Based Cyber
Defense,” discusses the metrics used to assess
Al-based anomaly detection systems within the
cyber defense landscape. Next, the focus to ,Al-
Based Security Solutions” where we examine Al
techniques utilized in cybersecurity, showcase
practical applications, and compare them with
traditional methods. Section , Al Technologies in
Cybersecurity,” then investigates the specific Al
technologies applied in this domain. The paper
proceeds with an in-depth look at ,Challenges
and Limitations”. This section delves into the
constraints of Al technologies, the difficulties
associated with their implementation in
security, organizational, and operational issues
that arise, and areas for future research. In
-Examples of Al-based Platforms in Real-World
Applications” are presented concrete examples
of how Al-driven solutions enable real-time
threat detection, fraud prevention, and efficient
cybersecurity responses across organizations.
The section dedicated to the future directions
marks the shift from reactive to proactive,
adaptive, and autonomous defense strategies,
with a focus on explainability, resilience, and
ethical considerations, for the development
of trustworthy Al systems. Finally, the paper
concludes with ,Conclusions”, which offers a
comprehensive summary of the research.

THEORETICAL FOUNDATIONS:
KEY CONCEPTS

In the digital age, cybersecurity is not merely
an option but a necessity. It encompasses the
protection of computer systems, networks,
and data from unauthorized access, attacks,
or information theft. The aim is to ensure that
data remains confidential, intact, and accessible
whenever required. This necessity is even more
apparent in the context of cyber threats, which
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include attacks or exploitation of software
vulnerabilities. Cyber threats encompass all forms
of attacks targeting computer systems, networks,

occurrences but global phenomena impacting
individuals, organizations, and even national
security. Table 1 outlines various types of cyber

data, or users. They are no longer infrequent threats.

Table 1: Types of cyber threats

Type of attack Description

Phishing It is a form of cyber fraud where crucial information, such as financial or
personal data, is extracted via an email that appears trustworthy.

Malware It refers to malicious software designed to corrupt a computer system'’s
data or disrupt its functionality.

DoS/DDoS This type of cyber-attack overwhelms a server by sending a vast number
of requests, causing it to freeze or crash. The objective is to disrupt or
halt the functionality of the targeted serve.

MitM The Man-in-the-Middle (MitM) attack is a cyber-attack that intercepts or

disrupts communication between two parties to steal private information.

A cyberattack targeting a web application aimed at manipulating the
database to gain unauthorized access to the system.

SQL Injection

Ransomware A type of malware attack that locks a user’s system by encrypting it and
demanding a ransom to restore access.

APT Advanced Persistent Threat (APT) attacks are intricate assaults executed
by a well-organized group that gains unauthorized access to a network
and remains undetected for an extended duration.

Zero-day clt refers to a cyber-attack that exploits an unknown vulnerability in a

system, software, or hardware.
It is a cyber-attack aimed at guessing, cracking, or stealing the user’s

Password attack

password, attempting to gain unauthorized access to a system.

Artificial Intelligence, Machine Learning,
Deep Learning, and Cyber Threat
Intelligence

Al is a branch of computer science focused on
creating systems capable of mimicking human
cognitive functions such as learning, reasoning,
and decision-making. In cybersecurity, Al
enables the automatic analysis of behaviors
across large volumes of data (Adi, Baig &
Zeadaly, 2022).

ML, a component of Al, enhances algorithms
that autonomously learn from historical data
without needing specific programming for each
task. The most commonly used ML techniques
include supervised learning algorithms like

K-Nearest Neighbors (K-NN), Random Forest
(RF), and Support Vector Machines (SVM), as
well as unsupervised learning algorithms such
as clustering (Sutton& Barto, 1998). These
methods effectively detect anomalies and
identify unknown attacks, including zero-day
threats.

DL is an advanced subset of ML based on
artificial neural networks that can process
large datasets and identify details often
overlooked by humans. Convolutional Neural
Networks (CNN) are a specific type of artificial
neural network used for image recognition and
processing. They recognize complex patterns
by automatically extracting features from data
(LeCun, Bengio & Hinton, 2015).
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Moreover, Generative Al (GenAl) is a
subdomain of DL with the ability to produce
new content, such as texts and images, aiding
in the development of proactive cybersecurity
strategies (Ferrag et al., 2025). In cybersecurity,
DL and GenAl techniques are utilized to analyze
user behavior and detect hard-to-identify
attacks, such as APTs (see Table 1).

A key term in cybersecurity is Cyber Threat
Intelligence (CTI), which involves the analysis,
collection, and application of cyber threat
data to avert attacks such as malware, APTs,
or zero-day attacks. When integrated with Al,
CTI facilitates rapid, preventive, and adaptive
responses to attacks (Ainslie et al., 2023).
Together, these technologies form an intelligent
defense system capable of identifying attacks

and safeguarding infrastructures
increasingly sophisticated cyber threats.

against

METRICS FOR EVALUATING ANOMALY
DETECTION IN AI-BASED CYBER DEFENSE

In the context of intelligent defense against
cyber threats, Al-based anomaly detection
systems are evaluated using metrics such as
accuracy, precision, recall - detection rate, false
positive rate (FPR), detection latency, and area
underthe curve (AUC).Anomaly detection models
must be measured not only by their ability to
identify malicious activity but also by their
reliability, efficiency, and operational feasibility.
The metrics, with descriptions and references
about their use, are presented in Table 2.

Table 2: Summary of key metrics for AI anomaly detection in cyber defense

Metric Description Typical values in Citations
recent studies

Accuracy Proportion of correctly identified | 94% - 99.98% (Bondarenko & Statsenko,
anomalies (true positives + true 2024; Chaudhary et al., 2024,
negatives) among all cases Khalafetal.,2024; Kalutharage,

Liu & Chrysoulas, 2025; Reddy
&\Vani, 2025)

Precision Proportion of detected [ 93% - 99.4% (Chaudhary et al, 2024
anomaliesthatare actual threats Dorothy et al., 2024; Kafita &
(true positives / all positives) Yamazaki, 2024; Reddy &Vani,

2025)

Recall Proportion of actual threats|90% -98.8% (Chaudhary et al, 2024
correctly detected (true Dorothy et al., 2024; Kafita &
positives / all actual threats) Yamazaki, 2024; Abdulrahman

et al., 2025; Reddy &Vani, 2025)

FPR Proportion of benign events|11% -2.0% (Chaudhary et al., 2024; Reddy
incorrectly flagged as threats &Vani, 2025)

Detection|Time taken to identify an|Aslowas45ms |(Reddy & Vani, 2025)

Latency anomaly after it occurs

AUC Overall ability to distinguish [Up to 0.96 (Chaudhary et al., 2024; Kafita
between threats and benign & Yamazaki, 2024)
events

Additional considerations are:

« Explainability and Interpretability: Modern
systems increasingly use explainable Al (XAl)
to clarify why ananomaly is flagged, improving

trust and response speed (Moustafa et al.,
2023; Kalutharage, Liu & Chrysoulas, 2025);

+ Adaptability: Al models are evaluated
on their ability to detect novel or zero-
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day attacks, not just known threats
(Bondarenko &  Statsenko,  2024;
Kalutharage, Liu & Chrysoulas, 2025 Reddy

& Vani, 2025);
¢ Resource Efficiency: Feature selection
and model optimization are used to

maintain high detection rates with minimal
computational overhead (Kafita & Yamazaki,
2024; Kalutharage, Liu & Chrysoulas, 2025).

Comparing these metrics shows that modern
Al-driven anomaly detection systems deliver
high accuracy, precision, and recall, while
minimizing false positives and detection
latency. This makes them highly effective for
intelligent cyber defense, especially in dynamic
and high-risk environments.

Al-driven anomaly detection in cyber defense
is measured by a combination of accuracy,
precision, recall, FPR, and detection latency.
Recent research demonstrates that advanced
Al models can achieve high detection rates
(often above 95%) with low false positives
and rapid response times, making them highly
effective for modern cybersecurity needs.

The most relevant performance metrics,
along with their mathematical formulations
and contextual significance in cybersecurity
applications, are presented below.

The True Positive Rate (TPR), often referred
to as Recall or Sensitivity, measures the
proportion of actual anomalies that are
correctly identified by the system. It reflects the
system’s ability to capture malicious behavior
and is significant in security environments
where undetected threats can lead to severe
breaches. The calculus formula is:

TPR = ——
TP +FN

where: TPR =the true positive rate; TP (True
Positives) = anomalies correctly detected; FN
(False Negatives) = anomalies that remain
undetected

A higher TPR indicates that fewer attacks slip
through the defense system. However, models
that maximize recall may also generate more
false alarms, which necessitates a balance
with other metrics.

The False Positive Rate (FPR) quantifies the
proportion of benign activities incorrectly
labeled as anomalies:

FP

FPR=op TN

where: FPR=the False Positive Rate: FP (False
Positives) = normal instances flagged as
anomalies; TN (True Negatives) = normal
instances correctly identified.

In cybersecurity operations, a high FPR can
overwhelm analysts with spurious alerts,

leading to “alert fatigue”. Consequently,
maintaining a low FPR is as critical as
maximizing TPR.

Precision evaluates the proportion of

detected anomalies that are truly malicious:
TP
TP+FP

High precision ensures that analysts can trust
the alerts they receive. However, optimizing
only for precision risks neglects recall, as the
system might only report anomalies when it is
certain, leaving some threats undetected.

Accuracy represents the overall proportion of
correct predictions across all categories (both
normal and anomalous) and is calculated by the
formula:

Precision =

) B TP + TN
CUracy = P ¥ TN+ FP + FN

While accuracy isintuitive, it can be misleading
in imbalanced datasets, which are common in
cybersecurity. A system that labels all events
as normal may achieve high accuracy, yet
completely fail at threat detection.

F1-Score. To strike a balance between Precision
and Recall, the F1-Score is employed:

2 x (Precision * Recall)
F1— Score =

Precision + Recall

The Fi1-Score is particularly valuable in
anomaly detection because it penalizes systems
that favor one metric over the other.

ROC-AUC (Receiver Operating Characteristic - Area
Under Curve) provides a threshold-independent

ROCYS 2026 / rocys.ici.ro




Romanian Cyber Security Journal / Vol. 8, No. 1, Spring 2026

measure of the system’s ability to discriminate =~ Where: t,__ . =timestamp when anomaly
between normal and anomalous instances. is detected; t,, =timestamp when anomaly
PR-AUC (Precision-Recall Area Under Curve) is occurred; N_ . =number of true anomalies.

more informative in highly imbalanced datasets,
typical of network traffic. While ROC-AUC may
appear artificially high in such settings, PR-AUC
highlights the trade-offs between the model’s
credibility and completeness.

Detection Latency. In real-time cyber defense,
this is a crucial metric. It measures the average
time delay between the occurrence of an
anomaly and its detection.

The calculus formula is:

Z(tdetection - tevent)

Latency =
N anomalies

where: C, =relative costs of false negatives;
C,,=relative costs of false positives.

In cybersecurity, models are usually optimized
to minimize the probability of costly false
negatives while maintaining manageable levels
of false positives.

Low latency is vital for preventing escalation
of attacks such as ransomware, where even a
few minutes of delay can lead to irreparable
damage.

Cost-Based Metrics. Organizations often
adopt cost-sensitive evaluations to balance
operational risks. A False Negative (FN) (missed
attack) typically incurs much higher costs than
a False Positive (FP) (false alarm). The cost is
calculated:

Cost = Cry *FN+Crp *FP

Recent research on Al-based anomaly
detection across various domains (including
cybersecurity, networks, loT, and video
surveillance) reports detection rates (recall)
typically ranging from 86% to nearly 100%, with
many systems also achieving high accuracy and
low false positive rates (Table 3).

Table 3: Actual anomaly detection rates and related metrics from recent research

Application Domain Detection Rate | Accuracy | False Positive Citations
[ Recall Rate
Network traffic 96.53% 96.53% 0.56% (Hamamoto et
(Genetic Algorithm + Fuzzy Logic) al., 2018)
Wireless sensor networks 86% Not 16% error rate | (Poornima &
(OLWPR) reported Paramasivan,
2020)
Streaming network data Nearly 100% | 98.86% 1.25% (Wang et al.,
(Evolving Clustering) 2022)
Industrial cyber-physical systems | 87.5% - 96.5% | 87.5% - | Notreported |(Du et al., 2024)
(Autoencoder) 96.5%
Video anomaly detection 98.4% (AUC) Not Not reported (Wang et al.,
(Spatio-temporal) reported 2023)
Building energy (Autoencoder) 94.5% Not 4.7% (Araya et al.,
reported 2017)
loT devices 93% Not 2% (Sedjelmaci,
(Game-theoretic IDS) reported Senouci &
Taleb, 2017)
Indoor air quality >99% 99.5% Not reported (Wei et al,,
(LSTM-Autoencoder) 2022)
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High-performing Al  models (e.g, DL,
autoencoders, clustering) consistently achieve
detection rates above 90%, with some reporting
near-perfect results in controlled or benchmark
datasets (Hamamoto et al., 2018; Wang et al.,
2022; Wei et al., 2022). False positive rates are
generally low (often below 5%), which is crucial
for practical deployment (Araya et al, 2017
Sedjelmaci, Senouci & Taleb, 2017; Hamamoto
et al., 2018; Wang et al., 2022). Detection rates
can vary by application, data quality, and
method, with some domains (e.g., wireless
sensor networks) reporting lower rates due
to environmental complexity (Poornima &
Paramasivan, 2020).

State-of-the-art Alanomaly detection systems
typically achieve detection rates between 86%
and 100%, with many reporting high accuracy
and low false positive rates. These results
demonstrate the strong potential of Al for
intelligent cyber defense and other anomaly
detection applications.

The evaluation of Al-driven anomaly
detection in cyber defense requires a multi-
metric approach. While Recall emphasizes the
importance of not missing attacks, Precision
and FPR address the operational burden of
false alarms. Advanced measures such as ROC-
AUC, PR-AUC, and detection latency provide
deeper insights into real-world applicability,
while cost-based metrics align evaluation with
organizational priorities. Together, these metrics
ensure that Al systems are not only technically
sound but also operationally effective in
strengthening intelligent defense strategies.

ARTIFICIAL INTELLIGENCE
TECHNOLOGIES AND CYBERSECURITY
SOLUTIONS

Al technologies in cybersecurity are defined
by their capacity to autonomously analyze, learn
from large volumes of data, and continuously
adapt to new attack patterns and threat
landscapes (Khan, M.l, Arif & Khan, AR.A,
2024). Unlike traditional rule-based systems, Al
employs ML models, DL neural networks, and
Natural Language Processing (NLP) to detect

threats, identify anomalies, predict attacks, and
automate responses. This targeted application
of Al, which combines data-driven adaptability
with automation, addresses complex digital
security challenges.

In the face of increasingly frequent and
various threats that bypass traditional defenses,
cybersecurity must adopt hybrid approaches
that combine rules-based methods, Al, and
ML to optimize threat response. Integrating Al
into security infrastructures enhances threat
alert sorting, prioritizes detection, classifies
vulnerabilities, automates patching, accelerates
data processing, and improves configuration
management. The most recognized Al-based
technologies and security solutions are detailed
below.

Machine Learning and Deep Learning

ML and DL form the backbone of Al in
cybersecurity, utilizing algorithms that learn
from data to identify threats and patterns in
cyber activity. DL, an advanced form of ML
that uses deep neural networks, is used for
complex tasks like malware classification and
intrusion detection. The key applications for
ML and DL are numerous. Intrusion Detection/
Prevention Systems (IDS/IPS), based on ML and
DL algorithms, analyze large volumes of data in
real-time, identifying abnormal behaviors and
automating the analysis of datasets (Fattahi,
2024a; Xu, 2025). These systems can detect
previously unknown zero-day attacks and novel
malware by analyzing behavioral characteristics
and abnormal traffic patterns (Das & Rao, 2025);
widely used datasets for training include UNSW-
NB15 and CICIDS 2017/2018. Furthermore, User
and Entity Behavior Analytics (UEBA) utilizes Al
to continuously monitor user and device activity
to establish a behavior baseline, allowing
DL models to identify deviations that signal
compromised accounts or internal threats, such
as unusual access times or locations (Wang et
al., 2023). Lastly, Malware and Phishing Detection
heavily relies on DL models, such as CNNs, to
rapidly analyze file binary features and web
page images to identify and block threats.
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Natural Language Processing

NLP enables Al systems to understand,
interpret, and generate human language. Its
key applications include generating threat
intelligence, where NLP automatically extracts
valuable information about threats (malicious
IPs, tactics, techniques, and procedures) from
unstructured sources like security reports,
hacking forums, or the dark web. It is also
critical for Phishing and Spam Detection, as NLP
models analyze the subject, body, and tone of
an email to identify social engineering attempts
that mimic legitimate communications.

Generative Al

GenAl uses large models, such as Large
Language Models (LLMs) or Generative Adversarial
Networks (GANs), to create new content. Its key
applications in Offensive Security (Red Team)
involve accelerating the creation of new malicious
code or the personalization of sophisticated
phishing attacks, thereby facilitating penetration
testing and vulnerability identification (Sarker
et al., 2024b). Conversely, for Defensive Security
(Blue Team), GenAl can generate synthetic data
for training detection models, enhancing their
effectiveness without compromising real data,
and assisting security analysts in summarizing
complex incidents and alerts.

Expert Systems and Explainable Al

Expert Systems (ES) utilize codified knowledge
based on rules and logical reasoning, while
XAl addresses the model opacity problem,
making Al decisions transparent and justifiable.
These technologies are important for Security
Orchestration, Automation, and Response
(SOAR). Platforms utilize ES and Al to orchestrate
and automate incident response tasks, such as
isolatingcompromised hostsorrunning malware
analysis, drastically reducing response time. In
Fraud Detection and Prevention, particularly in
financial transactions, Al analyzes transactional
connections in real-time to detect illegitimate
patterns, relying on ML models that can be
enhanced with XAl reasoning for auditability.
Lastly, in Risk Management, Al identifies
and assesses risks in large datasets through
automated, real-time analysis, detecting
vulnerabilities and suspicious behaviors. Tools
like IBM QRadar Advisor with Watson and
Microsoft Sentinel perform predictive analytics

and continuous risk assessment, thereby
optimizing security controls.

Summary of Al Technologies in
Cybersecurity

Table 4 presents a synthesis of the main Al
technologies and their specific applications in
cybersecurity.

Table 4: Al Technologies Used in Cybersecurity

Technology Brief Description

Key Applications in Cybersecurity

References

ML Algorithms that learn
from data to detect
threats, anomalies,
and patterns in cyber
activity

Intrusion detection, malware
classification, anomaly detection,
phishing detection, behavioral
analysis, and threat intelligence

(Kaur, Gabrijelcic

& Klobucar, 2023;
Dhanushkodi &
Thejas, 2024; Ali, Wang
& Leung, 2025)

DL Advanced ML using
neural networks for
complex tasks like
malware classification
and intrusion detection

Malware detection, network
traffic analysis, vulnerability
search, intrusion detection,
source localization, and
steganalysis

(Sarker, Furhad

& Nowrozy, 2021;
Mohamed, 2023; Ali,
Wang & Leung, 2025;
Siam et al., 2025)
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NLP Al that understands Phishing email detection, (Sarker, Furhad
and analyzes human threat intelligence extraction, & Nowrozy, 2021;
language for threat vulnerability analysis, static code | Dhanushkodi &
intelligence, phishing analysis, and malware detection | Thejas, 2024; Ali, Wang
detection, and & Leung, 2025)
vulnerability analysis
Expert Rule-based Al and Automated threat response, (Sarker, Furhad &
Systems multi-criteria decision- | security policy enforcement, Nowrozy, 2021; Zhang
and making that automates | context reasoning, and access et al,, 2021, Radulescu
Decision decision-making authentication et al,, 2025)
for threat response
and security policy
enforcement
GenAl Al that creates new Automated code review, threat (Gupta et al., 2023)
content (e.g., text, code), | simulation, phishing and social
used for both cyber engineering, malware creation,
defense and attacks and attack payload generation
XAl Al systems are designed | Explainable intrusion detection, (Capuano et al,, 2022;
to provide transparent, | malware detection, phishing/ Sarker et al., 2024a)
understandable spam detection, digital forensics,
reasoning for security | and fraud detection
decisions and threat
detection
Blockchain- [ Combines Al with Secure data sharing, (Saleh, 2024; Ali, Wang
integrated | blockchain for decentralized threat intelligence, | & Leung, 2025)
Al decentralized, privacy-preserving Al, and
tamper-resistant,and | tamper-resistant security logs
privacy-preserving
cybersecurity solutions
MFA Requires two or Secure access to systems, (Ahmad et al., 2023;
more independent protection of digital identities, Rahman, Titouna &
credentials for user transaction security, biometric Nait-Abdesselam,
authentication, and token-based authentication, |2024; Rivera,
increasing security over |and healthcare data access Muhammad & Song,
single-factor methods 2024)

Al technologies (especially ML and DL) are
increasingly used in cybersecurity, especially
for detection, automation, threat intelligence,
and incident response. They bring advantages:
scale, speed, ability to handle novel threats,
but also challenges: adversarial attack, data
quality, explainability, and resource constraints.
The frontier seems to be hybrid reasoning-
plus-learning systems, strengthening defensive
Al, and embedding ethics and governance into
deployments.

CHALLENGES AND LIMITATIONS

Although Al brings remarkable advances in
detecting and responding to cyber threats,
its widespread application involves several
technical, operational, and ethical challenges
that cannot be ignored.

Understanding these limitations is essential
for developing robust, secure, and responsible
systems.
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False positives and false negatives

One of the most significant problems in Al
applications for cybersecurity is the occurrence
of an increased rate of false positives and false
negatives.

False positives occur when legitimate
behavior is labeled as malicious, which can lead
to unnecessary service interruptions and alert
fatigue. False negatives allow real attacks to go
unnoticed, compromising system security.

This imbalance is exacerbated in dynamic
environments or when faced with unknown
(zero-day) attacks, where Al models, especially
those based on supervised learning, struggle to
generalize correctly beyond the training set.

Model opacity and lack of explainability

Advanced DL models, such as CNN or LSTM
networks, are often considered “black boxes”
due to their internal complexity. This makes
it difficult to explain the decisions made and
affects organizations’ trust in the results of Al
systems, representingan obstacle towidespread
adoption, especially in regulated areas such as
financial security or critical infrastructure.

Modern approaches attempt to remedy
this by integrating XAl components that
provide visualizations, importance scores, and
arguments for the decisions made. However,
the level of interpretability remains limited for
deep models or unstructured data.

Adversarial attacks (Adversarial Al)

Al systemsare vulnerable to adversarial attacks,
in which inputs are subtly modified to fool the
model. For example, a networkfile or email can be
altered so that malware is interpreted as benign
or a phishing message goes undetected. These
attacks highlight the architectural weaknesses of
Al, including overreliance on patterns in training
data and a lack of robustness to perturbations.
In some cases, adversaries even use Al models
to generate these malicious inputs (offensive Al),
creating a cycle of Al vs. Al.

Expertise gaps

The shortage of qualified professionals
makes it difficult to implement, update,
and manage essential protection measures.
Without proper training, errors and
vulnerabilities are more likely, which slows
incident response and weakens overall system
security.

Resource demands

Effective cybersecurity depends not only
on robust infrastructure and advanced
monitoring tools, but also on well-trained
staff, clear incident response plans, and
strict compliance with regulations. Equally
important is the ability to encrypt and
safeguard data, maintain backup systems,
and collaborate closely with authorities and
suppliers to ensure continuity and trust in
digital services.

Ethical issues and lack of accountability

As Al assumes increasingly sensitive tasks in
cyber defense (e.g., automatic traffic blocking,
isolation of compromised systems, reportingto
authorities), ethical concerns arise regarding
decision-making autonomy and the lack of
human accountability. Such systems may
affect users or critical infrastructures without
oversight, raising worries about traceability,
responsibility in the event of errors, and
biases stemming from historical training data
(Fattahi, 2024b). Risks of excessive surveillance
or algorithmic discrimination also arise if
predictive analytics lack transparency and
auditability (Neupane et al., 2022; Xu et al.,
2025). For Al systems to earn trust, they must
assist human decision-making, be technically
robust and safe, protect data privacy, and
remain transparent and explainable. Equally
important are fairness, accountability, and
awareness of social and environmental
impacts, ensuring that Al serves people
responsibly and predictably.
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EXAMPLES OF AI-BASED PLATFORMS IN
REAL-WORLD APPLICATIONS

The adoption of Al in cybersecurity is no longer
a promise of the future, but an active reality
within global organizations. Various commercial
solutions and enterprise platforms employ Al to
detect, prevent, and respond to sophisticated
attacks. The following examples provide insight
into the effectiveness and diversity of Al
applications in real-world environments.

Darktrace is one of the most well-known
commercial platforms that leverages self-
learning Al to identify insider threats, such
as unauthorized access or unusual employee
behavior. The system employs unsupervised
learning algorithms to autonomously establish
a baseline of an organization’s “digital normal”
and subsequently detect deviations from this
model, without relying on predefined rules. In
a case reported by Darktrace, Al uncovered the
misuse of multiple user accounts, including ones
with elevated privileges, in a SaaS environment.
The compromised accounts were accessed from
unusual locations and used to create malicious
inbox rules. This subtle abuse bypassed
traditional security measures, but Darktrace’s
anomaly detection identified the suspicious
behavior and prevented further data loss.

Google Chronicle Security, developed by
Alphabet’s former X incubator, is a platform
designed for the large-scale analysis of security
logs using Al. It leverages scalable storage and
Al models to correlate suspicious events across
enterprise IT infrastructures in real time. A
use case involved the early-stage detection
of ransomware attacks, where abnormal file
behaviors and Server Message Block (SMB)
transfers were associated with known attack
patterns (via ML), enabling the preventive
isolation of infected systems.

IBM Safer Payments is a configurable platform
for preventing fraud in cashless payments,
through all methods practiced by banks, with
which fraudulent transactions are detected and
blocked. Customer transactions are analyzed
and assessed in a risk score; fewer transactions

are blocked or unnecessarily checked, and
the false positive rate is very low. According
to IBM, one implementation example involved
the interbank company Stet, which reported a
decrease in fraud losses, thus achieving benefits
of over $100 million annually.

The examples analyzed here clearly
demonstrate that Al is no longer merely an
experimental tool in the field of cybersecurity
but rather an essential component of the
defensive architecture of modern organizations.
From identifying anomalous user behavior to
preventing the automated spread of malware
and detecting advanced phishing attempts
generated by large language models, Al has
proven capable of ensuring not only rapid
detection but also efficient real-time response.
Platforms such as Darktrace, Google Chronicle,
and IBM Safer Payments reflect the growing
maturity of the market in terms of Al integration
into commercial security systems, showing that
these technologies can be applied at scale with
measurable results. Moreover, the adoption
of Al in security operations centers enables a
significant reduction in the response time and
facilitates the intelligent prioritization of alerts,
thereby reducing the risk of alert fatigue among
analysts (Markevych & Dawson, 2023).

FUTURE DIRECTIONS IN INTELLIGENT
CYBER DEFENSE

Intelligent cyber-defense is rapidly evolving to
address the increasing sophistication, scale, and
automation of cyber threats. The integration of
Al, ML, DL, and advanced analytics is transforming
how organizations detect, prevent, and respond
to cyberattacks. Recent literature highlights
a shift from reactive to proactive, adaptive,
and autonomous defense strategies, with a
focus on explainability, resilience, and ethical
considerations. Key future directions include
the development of autonomous cyber-defense
agents, proactive threat intelligence, integration
with emerging technologies (such as blockchain
and quantum computing), and the advancement
of explainable and trustworthy Al systems.
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Autonomous and adaptive cyber defense
agents

The future of cyber-defense is moving toward
autonomous intelligent agents capable of real-
time detection, response, and even counterattacks
against Al-driven threats. These agents, such as
Autonomous Intelligent Cyber-defense Agents
(AICAs), are being developed for military, critical
infrastructure, and enterprise environments, with
a focus on scalability, adaptability, and minimal
human intervention ( (Blakely, 2022; Oesch et al.,
2024; Holz, Loevenich, & Lopes 2025).

Proactive and predictive security

There is a strong trend toward proactive
defense mechanisms, including Al-driven
predictive analytics, cyber threat intelligence
mining, and moving target defense. These
approaches aim to anticipate and prevent
attacks before they occur, leveraging real-time
data, behavioural analytics, and continuous
feedback loops for model retraining and
adaptation (Ali, Wang & Leung, 2025; Hasan et
al., 2025; Reddy & Vani, 2025).

Explainable, trustworthy, and ethical Al

As Al systems become more integral to cyber
defense, explainability, transparency, and
ethical governance are critical. XAl is being
developed to provide interpretable outputs,
foster trust, and support regulatory compliance.
Research also emphasizes the need for
robust ethical frameworks and international
cooperation to address the risks of algorithmic
opacity and adversarial misuse (Agarwal, 2025;
Sarker et al., 2024b).

Integration with emerging technologies

The integration of Al with blockchain, quantum
computing, edge computing, and big data
analytics is a key research direction. Blockchain
enhances data integrity and decentralized
authentication, quantum computing introduces
new paradigms for both attack and defense, and

edge computing enables real-time, localized
threat mitigation. These technologies collectively
support the development of resilient, scalable,
and future-proof cyber-defense systems (Ali,
Wang & Leung, 2025; Hasan et al., 2025).

The literature demonstrated a clear trajectory
toward autonomous, adaptive, and proactive
cyber-defense systems powered by advanced Al
and hybrid models. However, challenges remain,
including adversarial attacks on Al models, data
privacy, explainability, and the integration of
emergingtechnologies.The need forstandardized
metrics, robust datasets, and interdisciplinary
collaboration is emphasized across the literature
(Kaur, Gabrijel¢i¢ & Klobucar, 2023; Ali, Wang &
Leung, 2025; Hasan et al., 2025).

CONCLUSIONS

The paper highlightsthatthe use of Alinthefield
of cybersecurity has become a strategic necessity
rather than merely a technological option. It
emphasizes the capacity of Al to contribute to
the development of an intelligent defense model
capable of addressing increasingly sophisticated
cyberattacks. It proves that Al provides significant
advantages over traditional solutions: rapid
identification of suspicious patterns, anticipation
of attacks, and near real-time response. Thus,
Al can provide particular relevant solutions
to protect critical infrastructures, in different
areas such as healthcare, the energy sector, and
national security, where a cyberattack can have
severe consequences with social, economic, and
political impact.

At the same time, the paper underlines the
limitations of implementing these technologies.
The adoption of Al requires considerable
resources, specialized expertise, and heightened
attentiontothe ethicalimplications of automated
decision-making. These aspects emphasize
the importance of developing an appropriate
regulatory framework, both nationally and
internationally, to ensure a balance between
innovation, efficiency, and responsibility.

Al represents both a protective shield
and a strategic challenge in cybersecurity.
Future research directions should focus on
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refining defense algorithms, building control Inthisway, authentic resilience can be achieved,
mechanisms, transparency, and accountability, capable of protecting society against ever-
and also integrating with emergingtechnologies. evolving cyber risks.
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