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Abstract: Over the past two decades, Virtual Reality (VR) has evolved from an entertainment 
novelty to a fundamental medium for digital transformation in education, clinical medicine, 
industrial engineering, and public administration. Combining bibliometric mapping with a critical 
review of the literature, this paper summarizes the current state of the modern immersive 
ecosystem, examining its main operational domains, empirical benefits, systemic bottlenecks, and 
development trajectories. Our results indicate that VR significantly enhances procedural learning, 
diagnostic accuracy, and collaborative workflows through high-fidelity, risk-free simulations. 
Placing VR within the broader framework of Extended Reality (XR), we analyze its convergence with 
Artificial Intelligence, distributed cloud-edge topologies, the Internet of Things (IoT), and Digital 
Twins. Specifically, we assess how delivery architectures such as Virtual Reality as a Service (VRaaS) 
mitigate traditional hardware constraints, enabling scalable and concurrent deployment, while 
documenting the contributions of Romanian research groups in this field. Despite clear benefits in 
terms of cognitive engagement and operational cost efficiency, large-scale institutional adoption 
faces persistent challenges, including cybersickness, ergonomic limitations, infrastructure 
expenses, cybersecurity risks, and data privacy governance. Finally, this analysis highlights VR’s 
transition to a ubiquitous digital tool, arguing that its long-term viability depends on responsible 
algorithmic design, robust edge infrastructures, and cross-platform interoperability.
Keywords: Virtual Reality (VR), Extended Reality (XR), Metaverse, Virtual Reality as a Service 
(VRaaS), Digital Twin, Edge Computing, Human-Computer Interaction (HCI).

INTRODUCTION: CONCEPT AND 
EVOLUTION OF VIRTUAL REALITY

Virtual Reality (VR) is one of the most 
disruptive technologies of the digital 
transformation era, fundamentally changing 
the way we perceive and interact with the 

digital world. The concept of virtual reality is 
defined as a computer system that generates 
a simulated three-dimensional environment, 
in which the user has the sensation of 
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presence and can interact in real time through 
specialized devices, such as VR headsets 
(Head Mounted Displays – HMD), motion 
controllers, positioning sensors and haptic 
feedback systems (Sherman & Craig, 2019).

The literature highlights that the defining 
element of virtual reality is immersiveness, 
namely the system’s ability to create 
the illusion of presence in an artificial 
environment. The main advantage of virtual 
reality is the ability to reproduce complex 
situations in a controlled, safe and interactive 
environment. Unlike conventional training 
or simulation methods, VR offers users the 
opportunity to experience scenarios close 
to reality, make decisions in real time and 
learn through direct experience. This high 
level of immersion favors the development 
of practical skills, improves information 
retention and allows unlimited repetition of 
activities without the costs or risks associated 
with the real environment. 

(Slater, 2009) argues that the level 
of immersion directly influences the 
sensation of “presence”, considered one 
of the main indicators of the effectiveness 
of VR applications. This characteristic 
differentiates virtual reality from other 
interactive technologies, such as augmented 
reality (AR) or mixed reality (MR), because the 
user is completely integrated into a digitally 
generated virtual space.

Although the first research on virtual reality 
dates back to the 1960s, with the development 
of the “Sword of Damocles” simulator by 
Ivan Sutherland in 1968, technological 
developments in the last decade have led 
to an unprecedented acceleration of VR 
adoption. Advances in graphics processors, 
miniaturization of sensors, reduced latency, 
and the development of commercial devices 
such as Meta Quest, HTC Vive, or PlayStation 
VR have transformed virtual reality from 
an experimental technology into a solution 
used in numerous economic and social fields 
(Jerald, 2016).

Another factor that has contributed to the 
development of the VR ecosystem is the 

emergence of the concept of the metaverse, 
defined as a persistent, interoperable, and 
collaborative virtual space in which users can 
carry out social, economic, and professional 
activities using digital avatars (Lee et al., 2021). 
Although the concept is still in a maturing 
process, many authors consider virtual reality 
to be one of the fundamental technologies 
that will support the development of future 
digital ecosystems.

Recent literature has shown a significant 
shift in the paradigm of virtual reality use. 
While in the past research was focused 
almost exclusively on the entertainment 
and video game industries, current 
studies demonstrate the expansion of 
VR applications in education, healthcare, 
industry, public administration, architecture, 
tourism, and remote collaboration (Petcu et 
al., 2020). This diversification is supported 
by the development of software platforms, 
the reduction of equipment costs, and 
the increasing interest of organizations in 
technologies capable of optimizing training, 
simulation, and decision-making processes.

VR is increasingly analyzed within the 
broader ecosystem of Extended Reality (XR), an 
umbrella term encompassing VR, Augmented 
Reality (AR) and Mixed Reality (MR). While VR 
creates a fully synthetic environment offering 
the user total immersion, AR overlays digital 
information onto the physical world, and 
MR enables real-time interaction between 
physical and virtual objects within a shared 
space. The evolution of these immersive 
technologies is closely linked to advancements 
in Artificial Intelligence (AI), which supports 
the automated generation of 3D environments, 
personalized user experiences, gesture 
recognition, voice interaction, and real-
time behavioral analysis. Furthermore, the 
metaverse represents a natural extension of 
the XR framework, serving as a persistent, 
interoperable, and collaborative virtual space 
where users interact socially, educationally, 
and economically through digital avatars 
(Giarreta, 2022).
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From this perspective, virtual reality 
(VR) is no longer viewed exclusively as a 
visualization tool, but rather as a fundamental 
digital infrastructure for intelligent virtual 
environments. In this context, the convergence 
of XR, AI, the Internet of Things (IoT), cloud 
computing, and 5G/6G networks is redefining 
how people learn, work, and collaborate in a 
connected society.

In recent years, Romania has consolidated 
its presence in the international research 
community on immersive technologies, 
through the contributions of universities, 
national research institutes and innovation 

centers. The research activity is oriented both 
towards the development of new methods of 
human-computer interaction, and towards 
the integration of virtual reality in education, 
medicine, industry and intelligent systems.

To the institutional level, the National 
University of Science and Technology 
Politehnica Bucharest, alongside other 
Romanian universities and research centers, 
is actively developing laboratories and 
experimental platforms dedicated to XR 
technologies, artificial intelligence, and 
industrial digitalization. These initiatives are 
supported by national and European research 

Figure 1. Introduction to Virtual Reality
Source: generated with AI

Figure 2. Fig.2 The evolution of VR: from concept to modern technology
Source: generated with AI
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frameworks, aiming to integrate immersive 
systems into higher education, Industry 4.0, 
digital health, and public administration.

Also within the ICI Bucharest, the Virtual 
Reality Laboratory integrated into the XR 
InnoLab platform was created, a center 
dedicated to research, development and 
innovation in the field of Extended Reality 
(XR) technologies, with a focus on VR 
applications. Through its activities, the 
laboratory contributes to the development of 
innovative solutions that can be implemented 
in both the public and private sectors, 
supporting the processes of digitalization 
and institutional modernization.

The research results are capitalized by 
developing applications for various fields, 
such as education, vocational training, 
cultural heritage and virtual museums, 
public administration, industrial simulations 
and remote collaboration. The use of VR 
technologies in these contexts contributes 
to increasing the degree of interactivity, 
improving learning and training processes 
and optimizing activities carried out in 
complex digital environments.

The contributions of Romanian 
researchers (Petcu et al., 2021) reflect 
international trends in research orientation 
towards interdisciplinary applications 
and demonstrate that Romania actively 
participates in the development of the 
European ecosystem of XR technologies. 
However, the literature highlights the 
existence of challenges regarding the 
transfer of research results to the economic 
environment and public administration, as 
well as the need to develop interoperable 
platforms and standardized methodologies 
for evaluating the effectiveness of VR 
applications in real-world contexts.

VIRTUAL REALITY IN PROFESSIONAL AND 
EVERYDAY LIFE

Over the past decade, VR has evolved from an 
entertainment-focused novelty into a versatile 
digital platform with broad interdisciplinary 

applications—reshaping how we learn, work, 
communicate, and interact socially. High-
performance VR hardware, falling equipment 
costs, and breakthroughs in artificial 
intelligence, cloud infrastructure, and wireless 
connectivity have collectively accelerated 
the adoption of virtual environments across 
public and private sectors.

Currently, virtual reality applications cover 
a wide range of fields, from education and 
healthcare to industry, public administration, 
defense, architecture, tourism, entertainment 
and sports. Organizations use VR 
technologies for employee training, complex 
process simulation, remote collaboration 
and professional skills development, while 
educational and medical institutions leverage 
the advantages of immersive experiences to 
improve learning, diagnosis and recovery 
processes. In parallel, the development of 
digital ecosystems based on the concept of 
metaverse opens up new perspectives on 
virtual collaboration, digital service provision 
and user interaction in persistent three-
dimensional spaces.

In this context, recent literature 
highlights that the success of virtual reality 
implementation does not depend exclusively 
on the technological maturity of the 
platforms used, but also on the adaptation 
of organizational processes, the development 
of digital skills and the acceptance of the 
technology by users. Therefore, the analysis 
of the main areas of application of VR 
provides an insight into how this technology 
contributes to the transformation of digital 
society and the challenges that need to be 
addressed for its widespread adoption.

Education

Education represents one of the most 
investigated and developed areas of 
application of VR, being considered by 
numerous authors a catalyst for the 
transformation of teaching and learning 
processes. Recent systematic reviews identify 
education as one of the fastest-growing 



79Fall 2026, No. 2,  Vol. 8/ Romanian Cyber Security Journal

ROCYS 2026 / rocys.ici.ro

application domains of Virtual Reality, 
particularly in medical education, engineering, 
science laboratories and vocational training 
(Radianti et al., 2020).

Unlike traditional educational methods, 
virtual environments offer immersive and 
interactive experiences that allow students to 
learn through exploration, experimentation, 
and problem-solving in real-world situations. 
Users can explore the structure of the 
human body, conduct risk-free laboratory 
experiments, visit historical or cultural sites, 
and participate in complex simulations, 
without the constraints of physical space or 
equipment availability.

The literature confirms that the use of virtual 
reality has positive effects on the educational 
process. In a systematic review of over 100 
studies on the use of VR in higher education, 
(Radianti et al.,2020) conclude that the 
technology contributes to increasing student 
engagement, facilitating experiential learning, 
and improving the development of practical 
skills, especially in fields such as medicine, 
engineering, and natural sciences. The authors 
emphasize that virtual environments allow 
the simulation of situations that are difficult 
or impossible to recreate in classrooms, 
providing a safe context for experimentation 
and decision-making.

Similar results are reported by (Merchant et 
al., 2014), who, in a meta-analysis dedicated to 

virtual reality technologies and educational 
games, demonstrate that immersive 
experiences lead to improved academic 
performance compared to conventional 
teaching methods. The benefits are more 
pronounced in activities involving discovery 
learning, problem solving and the development 
of practical skills, where the high level of 
interactivity stimulates cognitive engagement 
and motivation of users.

In the medical field, VR applications have 
grown into an indispensable tool for training 
students and healthcare professionals 
alike. As (Pottle, 2019) observes, surgical 
simulations and virtual clinical scenarios 
allow practitioners to repeatedly practice 
complex procedures within a controlled, 
zero-risk setting. This reduces the likelihood 
of procedural errors and sharpens technical 
skills well before direct patient contact—
ultimately boosting clinician confidence and 
raising the overall quality of medical training.

In the military, the metaverse can serve 
as a testing ground for advanced military 
technologies, allowing for adjustments prior 
to an operation. (Nedelcu & Petre, 2024) Thus, 
the use of the metaverse for VR pilot training 
and command system simulations highlights 
its effectiveness in improving training 
outcomes and reducing costs. 

Figure 3. VR applications in education and health
Source: generated with AI
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For emergency and crisis training, the 
research team from ICI Bucharest developed 
an application, REACT, an immersive training 
simulation (Zamfir et al, 2023). The KAT VR 
locomotion system, Meta Quest XR headsets, 
and a haptic suit (TactSuit) combine to create 
a realistic fire-safety training experience, 
allowing users to practice decision-
making, spatial orientation, and evacuation 
procedures in a safe virtual environment. The 
simulation’s primary objective is to analyze 
whether natural movement, can reduce the 
discomfort and side effects associated with 
traditional joystick-based VR navigation by 
allowing users to physically traverse the 
virtual scenario. The system fosters a stronger 
sense of presence and enhances the realism 
of the training process. In the simulation, the 
user is placed in a customizable fire scenario. 
They must exit the room, locate and use a fire 
extinguisher, navigate the hallway using the 
building’s floor plan, cut off the power supply, 
activate the fire alarm, and safely evacuate 
via the stairs. These tasks are designed to 
train users in hazard recognition, adherence 
to emergency protocols, and rapid response 
under pressure. A dedicated control panel, 
created by our team, allows operators to 
manage the training session in real time. 

Beyond learning efficiency, current research 
underscores how VR expands educational 
accessibility. Virtual environments enable 
students to participate in specialized 
coursework regardless of geographical 
location, removing physical barriers for 
individuals with reduced mobility or those 
unable to attend physical labs, museums, 
historical sites, and practical workshops. 
In this way, Virtual Reality supports more 
flexible and inclusive learning models, 
helping narrow the gap in access to high-
quality educational resources.

However, the literature also highlights a 
number of limitations. The costs associated 
with the purchase and maintenance of VR 
equipment, the need to develop high-quality 
educational content, and the low level of 

digital skills among teachers represent 
important barriers to the widespread adoption 
of this technology (Radianti et al., 2020). Also, 
prolonged use of VR devices can generate 
adverse effects such as cybersickness, 
visual fatigue, or discomfort, which requires 
the design of educational experiences 
adapted to the characteristics of users 
(Petcu, 2023). Another frequently mentioned 
limitation concerns the lack of standardized 
methodologies for evaluating the pedagogical 
impact of VR applications, which makes it 
difficult to compare results across different 
studies and educational contexts.

Future research directions focus on 
converging Virtual Reality with Artificial 
Intelligence, Learning Analytics, and adaptive 
learning frameworks to personalize user 
experiences based on individual profiles and 
real-time progress. At the same time, scholars 
stress the need for interoperable, accessible, 
and scalable platforms that enable deployment 
across diverse educational settings while 
fostering stronger collaboration between 
academia, research institutions, and industry. 
Looking ahead, the convergence of VR, AI, and 
digital learning ecosystems has the potential 
to redefine teaching and learning, shaping 
education into a personalized, interactive 
experience geared toward 21st-century skills.

Health

Healthcare has become one of the most 
extensively investigated domains of VR, 
with applications ranging from surgical 
training and rehabilitation to mental health 
interventions and pain management (Riva 
et al., 2019). Over the past two decades, 
academic literature has shown a marked 
surge of interest in embedding immersive 
technologies within medical practice, not 
only to train healthcare professionals, but 
also across diagnosis, treatment, and patient 
recovery. VR’s capacity to create controlled, 
interactive, and repeatable environments 
offers a crucial edge over conventional 
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training and therapy, directly elevating 
patient safety and clinical outcomes.

One of the best-documented areas of 
application is medical education and training. 
Virtual simulations allow students and 
physicians to practice surgical interventions, 
invasive procedures, and complex clinical 
scenarios in a patient-safe environment. 
According to (Pottle, 2019), the use of VR 
in medical education contributes to the 
development of technical and non-technical 
skills, improves trainee confidence, and 
facilitates unlimited repetition of procedures 
until the desired level of performance 
is achieved. Similarly, (Kyaw et al., 2019) 
highlight, in a systematic review, that virtual 
reality-based simulations increase the 
efficiency of the learning process and the 
development of clinical skills compared to 
traditional training methods.

Virtual reality has also proven its 
effectiveness in medical and neurocognitive 
recovery. VR applications are used in recovery 
programs after stroke, neurological trauma 
and musculoskeletal conditions, offering 
patients personalized exercises in a motivating 
and controlled environment. Recent research 
shows that simulations based on everyday 
activities – such as navigating a city, shopping 
or managing household chores – contribute to 
improving cognitive and executive functions in 

the elderly and in patients diagnosed with mild 
cognitive impairment. The interactive nature 
of these applications stimulates the active 
involvement of the patient and favors the 
transfer of acquired skills to real-life activities.

Mental health represents another domain 
where the literature reports consistently 
strong outcomes. As highlighted by (Riva 
et al., 2019) and (Freeman et al., 2017), 
Virtual Reality Exposure Therapy (VRET) has 
proven highly effective in treating anxiety 
disorders, specific phobias, post-traumatic 
stress disorder (PTSD), and certain forms of 
depression. Virtual environments enable 
gradual, controlled exposure to anxiety-
inducing stimuli within a safe and closely 
monitored clinical setting, reducing symptom 
severity while improving patient compliance.

Numerous studies also point to the benefits 
of VR in pain management. By leveraging high 
immersion to distract cognitive attention 
away from painful stimuli, VR applications 
consistently lower perceived pain during 
invasive procedures, postoperative recovery, 
and chronic pain management. Additionally, the 
technology allows clinicians to track therapeutic 
progress in real time and adjust interventions 
based on individual patient responses.

Figure 4. VR applications in health
Source: generated with AI
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Despite these promising findings, several 
hurdles remain. High equipment costs and 
expensive software development continue to 
restrict widespread implementation across 
many healthcare systems. Furthermore, 
prolonged exposure can induce side effects 
such as cybersickness, visual fatigue, 
dizziness, or disorientation, necessitating 
strict guidelines regarding session duration 
and frequency (Petcu & Barbu, 2022). 
Other critical challenges include medical 
data privacy (Radu et al, 2022), system 
interoperability, and the lack of standardized 
international frameworks for evaluating 
clinical efficacy.

Future research directions focus on 
converging Virtual Reality with Artificial 
Intelligence (Turinici et al., 2025), medical 
robotics, wearable devices, and real-
time biometric tracking. Developing smart 
platforms that dynamically tailor therapeutic 
interventions to individual patient profiles 
represents a major frontier in digital health. At 
the same time, the literature emphasizes the 
need for large-scale, multi-center clinical trials 
with extended follow-up periods to thoroughly 
validate the efficacy and cost-effectiveness 
of VR solutions before their large-scale 
integration into everyday clinical practice.

Physical Activity, Fitness and Well-being

Promoting physical activity and a healthy 
lifestyle is one of the emerging areas 
where VR shows significant potential. The 
development of fitness apps, interactive 
sports platforms and immersive training 
systems has transformed physical exercise 
into an engaging experience, combining 
motor activity with digital game elements 
(gamification). By integrating virtual 
environments, users are encouraged to 
actively participate in personalized exercise 
programs, competitions and challenges, 
which contributes to increasing motivation 
and adherence to physical activity.

The literature highlights that VR applications 
can generate comparable or even superior 
results to conventional training methods in 
terms of user engagement and continuity 
of physical exercise. In a systematic review, 
(Molina et al.,2024) shows that the use of 
immersive technologies in physical activity 
is associated with an increase in intrinsic 
motivation, user satisfaction and participation 
levels, especially among sedentary individuals 
or those who have difficulty maintaining a 
regular exercise program. The interactive 
nature and real-time feedback offered by 
VR applications contribute to transforming 
repetitive exercises into more attractive and 
less psychologically demanding experiences.	
Empirical results indicate that users of VR 
fitness platforms report a higher level of 
engagement and a reduced perception of 
effort compared to traditional training. This 
phenomenon is explained by the immersion 
effect and by the redirection of attention to the 
goals and stimuli in the virtual environment, 
which reduces the perception of fatigue and 
increases the time spent in physical activity. In 
addition, applications based on gamification 
mechanisms favor the development of long-
term motivation and encourage the adoption 
of healthy behaviors.

Another area of intense research is the 
use of VR in medical recovery and functional 
rehabilitation. Research shows that virtual 
reality-assisted rehabilitation programs can 
improve mobility, balance, coordination, 
and motor control in patients who have 
suffered strokes, musculoskeletal injuries, or 
neurological conditions. According to (Laver 
et al., 2017), integrating exercises into an 
interactive virtual environment stimulates 
patient engagement and facilitates the 
repetition of movements necessary for 
recovery, contributing to increasing the 
effectiveness of therapeutic programs. 
The technology is also increasingly used in 
sports medicine for performance monitoring, 
biomechanical analysis, and optimizing 
recovery processes after injuries.
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Beyond the physical benefits, the literature 
highlights positive effects on well-being 
and psychological health. Physical activity 
performed in virtual environments is 
associated with reduced stress and anxiety 
levels, improved mood, and increased user 
satisfaction. These results suggest that VR can 
become a valuable tool for promoting public 
health and preventing sedentary behavior, 
especially in the context of accelerated 
digitalization and lifestyle changes.

However, research also identifies a number 
of limitations. Equipment costs, the need for 
adequate space for the use of VR devices, 
and the emergence of the phenomenon 
of cybersickness can influence the user 
experience and limit the adoption of the 
technology. Also, most of the available studies 
were conducted on relatively small samples 
and short follow-up periods, which limits the 
assessment of long-term effects on physical 
performance and health. The literature 
also highlights the need to standardize 
the methodologies used to evaluate the 
effectiveness of VR-based interventions 
and compare them with classic training and 
recovery programs.

Future research directions aim at 
integrating virtual reality with artificial 
intelligence, wearables, biometric sensors 
and real-time analysis systems, capable of 
personalizing training and recovery programs 

according to the characteristics of each user. 
In addition, the development of the concept 
of intelligent exergaming, based on machine 
learning algorithms and adaptive feedback, 
opens new perspectives for promoting 
physical activity, preventing chronic diseases 
and supporting a healthy lifestyle in an 
increasingly digitalized society.

Entertainment, Social Interaction and 
Digital Experiences

Entertainment is one of the first and most 
widespread areas of application of VR, 
contributing decisively to the development 
and popularization of this technology. The 
evolution of VR devices and the increase 
in graphic performance have transformed 
digital experiences from simple forms of 
multimedia consumption into interactive 
and immersive environments, in which users 
can explore, communicate and actively 
participate in virtual activities. Currently, 
the specialized literature highlights that 
the role of VR goes beyond the sphere of 
traditional entertainment, extending to 
socialization, virtual tourism, cultural events 
and collaborative digital ecosystems based 
on the concept of metaverse (Lee et al., 2021).

Video games continue to be the main driver 
of VR adoption. Unlike conventional gaming 
platforms, virtual reality applications allow 

Figure 5. VR in entertainment, socializing, and lifestyle
Source: generated with AI
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users to interact directly with the digital 
environment through body movements, 
gestures, and dedicated controllers, 
generating a high level of immersion and 
presence. According to Slater (2009), the 
feeling of presence – the user’s perception 
that they are actually in the virtual 
environment – is one of the factors that 
differentiate VR experiences from those 
offered by traditional multimedia platforms 
and explains the higher level of cognitive 
and emotional involvement.

Beyond gaming, the literature highlights 
a rapid expansion of VR applications in the 
field of digital entertainment and cultural 
experiences. Users can participate in virtual 
concerts, interactive exhibitions, festivals, 
sports competitions and social events held 
entirely in three-dimensional spaces. At 
the same time, virtual tourism allows the 
exploration of museums, historical sites, cities 
and cultural heritage without physical travel, 
offering accessible experiences for people 
with reduced mobility or those at considerable 
distances. In the context of globalization and 
the development of digital services, these 
applications contribute to the democratization 
of access to culture and heritage and stimulate 
the emergence of new models of cultural and 
recreational consumption.

A rapidly developing field is social 
interaction in virtual environments. Avatar-
based collaborative platforms allow users 
to communicate, participate in meetings, 
organize events, and engage in recreational 
activities in a shared virtual space. Research 
by (Oh et al., 2018) and developments 
summarized by (Lee et al., 2021) show that high 
levels of social presence and interactivity can 
generate emotional experiences comparable 
to those in the physical environment, fostering 
a sense of belonging and collaboration 
between people in different geographical 
locations. These results support the 

development of the concept of the metaverse 
as a future infrastructure for social, cultural, 
and economic activities.

Numerous empirical studies demonstrate 
that VR experiences increase user 
engagement, motivation and satisfaction 
compared to conventional multimedia 
applications. The high level of interactivity 
favors the memorization of experiences, 
active participation and the development 
of new forms of digital communication. In 
addition, virtual events and VR-based social 
platforms reduce geographical barriers and 
facilitate the participation of a larger number 
of users in cultural and recreational activities.

However, the literature also highlights a 
number of challenges associated with the 
use of VR in entertainment. Prolonged use 
can lead to cybersickness, visual fatigue 
and physical discomfort, and excessive time 
spent in virtual environments can promote 
social isolation, compulsive behaviors and 
addiction to digital technologies (Jerald, 
2016). The development of immersive social 
platforms also raises issues regarding the 
protection of personal data, digital identity, 
content moderation and user safety, aspects 
that are becoming increasingly important 
with the expansion of virtual ecosystems.

Future research directions aim to integrate 
virtual reality with artificial intelligence, 
advanced haptic technologies, generative 
models, and metaverse platforms capable 
of delivering personalized and adaptive 
experiences. The literature highlights the 
need to develop standards for platform 
interoperability, digital identity protection, 
and assessing the long-term psychological 
impact of immersive experiences. At the 
same time, future research will need to 
analyze how the convergence of VR, artificial 
intelligence, and the digital economy will 
redefine entertainment, socialization, and user 
interaction in virtual spaces in the next decade.
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BENEFITS AND CHALLENGES OF 
VIRTUAL REALITY

Benefits of Virtual Reality

The literature highlights that one of the 
main advantages of VR is its ability to create 
immersive, interactive and personalized 
experiences that facilitate learning, skill 
development and active user engagement. 
Compared to traditional methods of 
training or information presentation, virtual 
environments stimulate direct participation, 
promote understanding of complex concepts 
and contribute to increased knowledge 
retention (Radianti et al., 2020).

A major strength of VR is its ability to simulate 
real-world scenarios within a fully controlled, 
risk-free setting. Across high-stakes fields 
such as medicine, aviation, engineering, 
energy, and defense, trainees can practice 
intricate procedures and critical emergency 
scenarios without exposure to actual danger. 
This approach enables unlimited repetition, 
sharpens technical competencies, and 
reduces operational error rates in real-world 
professional practice (Pottle, 2019).

An example of an application in the area 
of ​​public administration is the Virtual Public 
Servant based on Artificial Intelligence, an 
intelligent digital assistant developed and 
trained by the ICI Bucharest team to support 

interaction with public administration 
services. It provides an accessible 
environment in which users can ask 
questions related to public administration 
and receive clear, relevant and structured 
answers. The application is designed to 
facilitate understanding and access to public 
information. Users can interact naturally with 
the virtual assistant and receive guidance on 
administrative procedures, public services 
and institutional information. This type of 
solution can help reduce barriers between 
citizens and public institutions, improve 
communication and support faster access to 
useful information.

By combining Artificial Intelligence with 
an interactive VR environment, the Virtual 
Public Servant based on Artificial Intelligence 
demonstrates how digital assistants can 
modernize public services and create more 
user-friendly experiences for citizens. 
(Figure 6)

From an economic perspective, VR helps to 
optimize the costs associated with hands-on 
training. Virtual simulations reduce the need 
for consumables, specialized equipment, 
and travel, allowing organizations to 
conduct complex training programs in a safe 
and flexible environment. This advantage 
is particularly important in areas where 
training is costly or involves significant 
operational risks.

Figure 6. VR in public administration
Source: https://xr.ici.ro/en/portofoliu/ai-powered-virtual-civil-servant/
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At the same time, VR applications expand 
access to educational, cultural, and 
professional experiences regardless of a 
user’s physical location. By removing spatial 
and logistical barriers, the technology 
democratizes access to learning, specialized 
healthcare services, and professional 
development programs—directly aligning 
with broader goals for digital transformation 
and lifelong learning.

Challenges and Limitations

Despite technological strides and proven 
empirical benefits, existing literature 
underscores several key limitations that 
continue to hinder the widespread adoption 
of VR technologies.

One of the most frequently analyzed 
limitations is the phenomenon of 
cybersickness, also known as motion sickness 
in the virtual environment. It occurs as a result 
of the conflict between the visual information 
generated by the virtual environment and the 
information provided by the vestibular system, 
causing symptoms such as nausea, dizziness, 
headache, eye fatigue and disorientation. 
The study conducted by (Caserman et al., 
2021) highlights the fact that, although recent 
generations of equipment have reduced the 
frequency of these symptoms, cybersickness 
remains one of the main factors influencing 
the acceptance of the technology. In the 
same direction, the systematic analysis 
conducted by (Biswas et al, 2024) shows that 
the system latency, the visual field, the speed 
of movement in the virtual environment, the 
duration of exposure and the physiological 
peculiarities of the user are the main 
determinants of this phenomenon

Another category of limitations is associated 
with human factors and the degree of 
acceptance of the technology. The adoption 
of VR applications is influenced by the level 
of digital skills, previous experience with 
immersive technologies and the perception 

of their usefulness. According to the study 
conducted by (Al Khalifah et al., 2025), 
technological anxiety, lack of familiarity with 
the equipment and negative experiences 
associated with the use of VR devices 
significantly reduce the intention of users 
to adopt this technology. These barriers are 
more pronounced in the case of older people 
and users without previous experience.

From an ergonomic perspective, prolonged 
VR headset use can lead to physical discomfort 
and musculoskeletal strain. Device weight, 
pressure exerted on the head and face, and 
static posture maintained over long periods 
often cause neck strain, muscle tension, and 
visual fatigue. These physical constraints 
currently restrict VR deployment in settings 
that demand extended training or continuous 
collaborative sessions.

The literature also highlights the existence 
of technological limitations. The performance 
of immersive experiences depends on the 
availability of high-performance hardware 
and an IT infrastructure capable of processing 
large volumes of data with low latency. 
Display resolution, image refresh rate, battery 
life, field of view, and processing power 
directly influence the level of realism and 
user comfort. Consequently, optimizing these 
characteristics is one of the major directions 
for the development of VR platforms.

As VR applications become increasingly 
complex and collect significant volumes of 
behavioral and biometric data, concerns 
about cybersecurity and personal data 
protection are gaining strategic importance. 
VR devices can record information regarding 
body movements, gaze direction, facial 
expressions or physiological reactions of 
users, which raises issues regarding privacy, 
behavioral profiling and responsible use of 
this data. In this context, (Petcu & Barbu, 
2022) underscores the imperative for robust 
security architectures and the integration of 
strict data privacy principles from the ground 
up (privacy by design). 
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An additional challenge is the cost 
of implementation. The acquisition of 
equipment, the development of specialized 
software applications, the integration of 
infrastructure and the training of personnel 
require considerable investments, which limits 
the accessibility of the technology, especially 
in public institutions, small organizations and 
the educational environment.

Equally important, recent scholarship 
pays closer attention to the ethical and 
psychological implications of virtual 
environments. The high level of sensory 
immersion can blur the boundaries of reality, 
potentially encouraging compulsive habits 
or digital dependency during prolonged 
use. Consequently, researchers advocate for 
clear ethical guidelines governing VR system 
design, safeguards for vulnerable user groups, 
transparent data policies, and the promotion 
of responsible usage practices.

Overall, recent research indicates that the 
success of virtual reality implementation 
depends not only on the evolution of 
technological performance, but also on 
the ability of developers and organizations 
to address the challenges of ergonomics, 
cybersecurity, data protection, accessibility 
and social acceptance. Overcoming these 
limitations will facilitate the sustainable 
integration of VR technologies in education, 
healthcare, industry and public administration 
and contribute to realizing their full potential 
within the digital ecosystem of the future.

FUTURE RESEARCH DIRECTIONS 

Development of Cloud-Based VR 
Ecosystems

The evolution of Virtual Reality is tied 
to advances in cloud infrastructure, which 
now forms the backbone of modern XR 
ecosystems. While early VR systems relied 
almost entirely on the local processing power 
of host machines, contemporary architectures 

distribute workloads across user hardware, 
centralized cloud servers, and edge computing 
nodes. This architectural shift enables much 
richer virtual environments while also making 
them accessible to a broader user base.

As VR applications become more 
sophisticated, they generate massive volumes 
of data that easily exceed the standalone 
computing capacity of wearable devices. Next-
generation headsets, such as the Apple Vision 
Pro, integrate high-resolution RGB cameras, 
LiDAR sensors, eye-tracking systems, hand-
tracking algorithms, spatial mapping, and 
concurrent AI pipelines. In industrial contexts, 
simulations incorporate dense CAD models, 
photorealistic rendering, real-time physics 
engines, and optimization algorithms, all of 
which impose high computational demands.

Cloud Computing offers an secure and 
efficient solution through elastic computing, 
storage, and processing resources. Instead of 
requiring organizations to invest heavily in 
dedicated local hardware, VR applications can 
leverage distributed data center resources 
dynamically allocated on demand. (Petcu 
et al, 2021). The literature confirms that this 
model reduces initial capital expenditures, 
simplifies centralized software updates, and 
enables seamless real-time collaboration 
between geographically dispersed users (Mell 
& Grance, 2011).

One of the most important technological 
breakthroughs is Cloud Rendering, in which 
complex 3D scenes are rendered in high-
performance remote data centers and 
transmitted to the user as a real-time video 
stream with ultra-low latency. Mirroring the 
mechanics of cloud gaming platforms, this 
approach allows for the use of lighter and more 
affordable client devices without sacrificing 
visual fidelity. Research demonstrates that 
offloading rendering significantly reduces 
device power consumption and extends the 
use of complex 3D resources, although overall 
performance remains strictly tied to network 
latency and bandwidth stability.
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For VR systems, latency remains the 
primary determinant of Quality of Experience 
(QoE). Research indicates that end-to-end 
delays exceeding roughly 20 ms significantly 
degrade the sense of presence and trigger 
cybersickness. Consequently, academic 
literature places strong emphasis on Edge 
Computing architectures, which bring 
computational workloads closer to the end 
user via geographically distributed nodes. 
By minimizing the physical distance between 
client devices and processing infrastructure, 
edge computing curbs network latency, 
enhances connection stability, and delivers 
truly seamless immersive experiences 
(Satyanarayanan, 2017).

The integration of cloud computing 
with next-generation 5G and emerging 6G 
networks marks a critical turning point for 
XR technologies. Higher data throughput and 
minimal latency allow for seamless streaming 
of high-resolution spatial video alongside 
real-time multi-user synchronization. In turn, 
this connectivity underpins more robust 
collaborative tools, persistent virtual spaces, 
and metaverse platforms (Saad et al., 2020).

At the same time, cloud infrastructure plays 
a vital role in enabling Digital Twins, virtual 
counterparts of physical assets, processes, 
or entire systems. Telemetry gathered by 
IoT sensors is routed to the cloud, analyzed 
via machine learning models, and projected 

into interactive VR environments. This setup 
allows organizations to monitor operations 
in real time and run predictive simulations, 
directly supporting informed decision-making 
across manufacturing, energy management, 
logistics, and public administration (Jones et 
al., 2020).

A compelling real-world example is found in 
the automotive industry, where manufacturers 
like BMW integrate Digital Twin architectures 
with cloud platforms and VR interfaces 
to design, simulate, and optimize entire 
production lines. By continuously analyzing 
factory-floor telemetry, engineers can identify 
bottlenecks early, curb prototyping and 
development costs, and fine-tune operational 
workflows well before physical alterations are 
deployed on the assembly line.

Overall, the convergence of Cloud 
Computing, Edge Computing, IoT, AI, Digital 
Twins, and VR is shaping the next generation 
of XR ecosystems. Beyond simply pushing 
technical performance boundaries, these 
integrated architectures lay the groundwork 
for VRaaS, a delivery model that marks the 
next major milestone in democratizing access 
to high-fidelity immersive technologies.
Virtual Reality as a Service (VRaaS)

The rise of cloud computing has 
fundamentally transformed the way software 
systems are built, delivered, and consumed. 

Figure 7. Development of cloud-based VR ecosystems
Source: generated with AI
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Established service models, namely Software 
as a Service (SaaS), Platform as a Service 
(PaaS), and Infrastructure as a Service 
(IaaS), have demonstrated that computing 
resources can be provided on demand over 
the Internet, freeing end users from the 
additional costs associated with managing 
the underlying hardware and software 
infrastructure (Mell & Grance, 2011). This 
paradigm shift has laid the foundation for 
the extension of “as-a-Service” delivery 
frameworks to immersive technologies.

In this context, the literature introduces 
the concept of Virtual Reality as a Service 
(VRaaS), widely considered as a key vector in 
the continued evolution of the XR landscape. 
VRaaS translates the basic principles of cloud 
computing into the field of virtual reality, 
providing on-demand access to immersive 
applications and environments without the 
need for users to own high-performance local 
workstations (Shi et al., 2016).

Mechanically, the VRaaS framework offloads 
computationally intensive tasks, such as high-
fidelity graphics rendering, real-time physics 
engines, and artificial intelligence workloads, 
to centralized cloud environments or 
distributed data centers. Fully rendered visual 
frames and telemetry data are transmitted in 
real time to client devices, whose primary role 
is reduced to visual display, head/position 
tracking, and user input capture. By radically 

reducing local hardware thresholds, this 
architecture makes complex, high-polygon 
virtual simulations directly accessible on 
standalone headsets and lightweight mobile 
terminals. The literature highlights several 
decisive advantages of the VRaaS model. 
First, it democratizes access to immersive 
technologies by substantially reducing the 
initial capital investment in hardware.

Companies can deploy advanced 
VR applications without purchasing 
expensive, high-end workstations, while 
software maintenance and infrastructure 
management remain centralized. Second, 
cloud architectures enable rapid scalability 
and support high concurrency, allowing large 
groups of users to interact simultaneously, 
a critical capability for higher education, 
industrial operations, government, and 
distributed collaboration.

5G connectivity, edge computing, and 
emerging 6G networks play an instrumental 
role in supporting VRaaS by mitigating latency 
and expanding data throughput. Because 
millisecond delays can degrade immersion 
and trigger cyber issues, bringing computing 
resources closer to end users through edge 
infrastructure is a key development priority 
for distributed VR platforms (Cotroneo & 
Vevera, 2025).

Figure 8. Digital twin and VR
Source: generated with AI
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Simultaneously, the integration of artificial 
intelligence is fundamentally reshaping VRaaS 
architectures. Machine learning algorithms 
and generative models enable fine-grained 
personalization, dynamically adapting virtual 
environments to user behavior, optimizing 
workloads for graphics rendering, and 
automating the procedural generation of 3D 
assets. In this context, the convergence of 
cloud computing, AI, and VR establishes VRaaS 
as an intelligent and scalable foundation for 
next-generation adaptive immersion.

Recent literature also highlights the essential 
role of VRaaS in operationalizing Digital 
Twins and expanding metaverse ecosystems. 
By centralizing the orchestration of virtual 
environments and synchronizing real-time 
telemetry from IoT sensor networks, VRaaS 
platforms can simulate urban infrastructure, 
industrial pipelines, energy networks, 
and public governance workflows. These 
capabilities unlock significant opportunities 
for developing smart cities, driving Industry 
5.0 frameworks, and delivering interactive, 
simulation-based digital public services.

However, the widespread adoption of the 
VRaaS model introduces several critical 
challenges. Service fidelity remains tightly 
linked to stable, high-performance network 
connectivity and distributed cloud edge 
topologies designed to ensure ultra-low 
latency and high availability. At the same 
time, continuous streaming of user telemetry, 
biometric inputs, and behavioral data raises 
heightened concerns about cybersecurity, 
data privacy, and regulatory compliance (e.g., 
GDPR). Platform interoperability, application 
standardization, and energy efficiency of 
hyperscale data centers are equally vital 
vectors for continued research.

Overall, VRaaS stands out as one of the 
most promising architectural models for next-
generation immersive applications. As cloud 
infrastructure, advanced telecommunications, 
and AI algorithms continue to mature, 
Virtual Reality will increasingly function as 
a ubiquitous, on-demand utility, mirroring 
contemporary cloud service ecosystems. 

This paradigm shift has immense potential 
to accelerate VR adoption in education, 
healthcare, manufacturing, government, and 
entertainment, ultimately supporting an agile, 
collaborative, and inclusive digital economy.

CONCLUSIONS

Over the past two decades, Virtual Reality 
has evolved from a niche technology, mainly 
limited to the entertainment sector, to a 
widespread digital platform with widespread 
applications in education, healthcare, 
industry, scientific research, and public 
administration. A comprehensive review 
of the specialized literature indicates that 
immersive virtual environments significantly 
improve learning paradigms, professional 
skill acquisition, simulation-based training, 
collaborative workflows, and organizational 
decision-making. At the same time, the 
successful implementation of VR in clinical 
medicine, motor rehabilitation, sports science, 
and digital entertainment underscore its 
versatility and ability to provide personalized 
experiences in extremely diverse contexts.

The empirical body of research 
demonstrates that the ultimate effectiveness 
of VR solutions depends not only on graphical 
realism or sensory fidelity, but also on 
how these environments are seamlessly 
integrated into pedagogical, professional, 
or therapeutic settings. Proven empirical 
benefits include increased user engagement, 
superior knowledge retention, accelerated 
mastery, reduced training costs, and the 
ability to safely simulate complex and high-
risk operational scenarios. In addition, the 
technology provides access to simulations 
and procedures that would otherwise be 
cost-prohibitive, logistically unfeasible, 
or dangerous in physical environments, 
thereby actively democratizing education, 
professional development, and specialized 
healthcare services.

Despite these established benefits, the 
literature highlights persistent challenges 
that continue to hinder the widespread 
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adoption of VR technologies. Key research 
priorities include mitigating cyber issues, 
alleviating ergonomic constraints, reducing 
implementation costs, and meeting 
rigorous hardware and telecommunications 
requirements. At the same time, data privacy, 
cybersecurity architectures, and ethical 
implications require sustained academic 
analysis. Resolving these bottlenecks requires 
developing lighter and more comfortable 
headsets, optimizing graphics rendering 
processes, reducing end-to-end latency, and 
establishing robust governance frameworks 
for cross-platform interoperability, user data 
protection, and responsible immersive design.

Recent studies have shown a trend of 
technological convergence of Virtual Reality 
with Artificial Intelligence, Cloud Computing, 
Edge Computing, Internet of Things and Digital 
Twins. This synergy is leading to the emergence 
of intelligent XR ecosystems capable of 
delivering hyper-personalized, collaborative 
and scalable virtual experiences. Within this 
paradigm, VRaaS delivery models are poised 
to reshape the way immersive applications are 
deployed and consumed, effectively reducing 
infrastructure barriers and democratizing 
access to VR at the enterprise level.

Future research vectors must prioritize the 
realization of adaptive VR systems powered 
by embedded AI algorithms, distributed 
cloud architectures and next-generation 
communication networks. In parallel, there 

is an imperative for rigorous longitudinal 
studies to assess the long-term cognitive, 
physical and behavioral ramifications of 
extended immersive exposure, alongside 
comprehensive assessments of the broader 
socioeconomic and ethical landscape.

In conclusion, VR is no longer just an 
emerging technology; it has matured into 
a strategic pillar of digital transformation. 
The rapid acceleration of the XR ecosystem, 
driven by advances in artificial intelligence 
and distributed computing, signals that 
VR will become indispensable for modern 
education, healthcare, industry, government, 
and collaborative digital environments. The 
full realization of this potential will ultimately 
depend on the concerted ability of researchers, 
industry leaders, and policymakers to deliver 
solutions that harmonize high technical 
performance with affordability, robust 
cybersecurity, and sound ethical governance.
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