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Abstract: Cyber risk management is heavily reliant on the processing of a large volume 
of risk data and a complex process of analyzing, prioritizing and decision-making. The 
interconnection, interdependence and digitalization of critical infrastructure considerably 
increase the amount of data that needs to be assessed when managing risks. Specialized 
knowledge in cyber security is required in order to efficiently assess the risks posed 
by an IT system on an entity. The amount of data required to be processed in the 
decision-making process goes beyond the human limits and computer systems should 
be used to support this process. In this paper we evaluate how cyber security fits into 
risk management approaches for critical infrastructure. We explore particular factors of 
cyber risk management in this area, as well as the challenges these create for operators 
and decision makers. One of the key areas we evaluate is whether the existing risk 
management process adequately tackles the cyber risks. We identify the areas where further 
developments are required as well as propose criteria for a decision support system that we 
believe will improve the cyber risk management in critical infrastructure protection.  
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INTRODUCTION
 The paper begins with an overview of critical 

infrastructure (CI) role in the current societal 
context and the challenges in managing cyber 
risks in this domain. We will look at the elements 
of the risk management methodologies that are 
currently being applied to CI. In addition, we 
want to explore the needs and requirements 
in terms of managing cyber risks within CIs, by 
relating to current knowledge and experience 
from the IT domain.

We will estimate the extent to which cyber 
security is included in the risk management 
for CIs, as well as identify good practices and 
approaches. To ensure the quality of our analysis 

we related to the latest developments and 
results in this area by selecting recent relevant 
research. As the scope of such an analysis is 
broad, it has been challenging to select the 
papers and research to be reviewed. Priority 
has been given to analysis papers related to risk 
management in critical infrastructure protection 
(CIP), in order to understand the views and 
challenges  of decision making. Precedence 
was given to trustworthy sources, such as 
research journals, or reports from national 
or international organizations. Based on the 
analysis and observations we will extract key 
elements that challenge the risk management 
for CIP. Taking into account the increased 
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interest and use of decision support systems and 
their potential to address specific application 
domains [Filip, 2014], we believe this would be 
a feasible solution for managing complex tasks. 
Therefore, we will also propose elements to be 
considered for a decision support system in the 
area of cyber risk management in CIP. 

CRITICAL INFRASTRUCTURE AND 
DIGITAL SOCIETIES

The CIs are at the functional foundation of our 
society, economy, national security and other 
domains. They are also the focus of one of the 
major natural or man-made disaster risks that 
the EU might face [European Commission, 2017]. 
The critical infrastructures are now part of the 
cyberspace, and, given the interdependence 
between CIs, it has led to the inclusion of CIP 
among the urgent issues for national as well as 
international security [World Economic Forum, 
2020]. 

Nowadays, the more computerized a society 
is, the more vulnerable it could be. The 
interconnection and interdependence between 
these systems is inevitable at this point. This 
is shown in Figure 1, together with the role of 
computer components in the context of a CI. We 

believe the figure is a realistic representation of 
the complexity of CIP process, where IT systems 
have a central role in monitoring or control 
activities, but also create additional attack 
surfaces.

A small disruption in any of the infrastructures 
could cause a domino effect, for example the 
disruption of the energy grid could lead to 
disruption in other sectors, such as transport or 
telecommunications [Siemens, 2019]. We noted 
a current emphasis on the energy sector, as 
this is often the driving system. For example, 
the nuclear sector has gone through a massive 
digitization process which requires nuclear and 
radiological operators as well regulatory bodies 
to ensure that digital assets are adequately 
protected. However, taking into account the 
development pace the CIs are going through, 
we believe risk management requires a holistic 
approach for the entire domain. The forecasting 
of cyber integration consequences in CIs is 
more challenging due to emerging technologies, 
which increase the cyber risk surface of contact.

Cyber threats specific to the CI are an evolving 
topic due to the dynamic and global character. 
In recent global studies, cyber-attacks on 
critical infrastructures were rated the 5th top 

Fig. 1: Security requirements to protect critical infrastructures (Alcaraz & Zeadally, 2015)
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risk for the year 2020, being able to affect entire 
cities or even countries [World Economic Forum, 
2020]. Compared to traditional IT environments 
where mitigation measures are proportional 
to the impact and likelihood of the potential 
risks and security incidents, in CI the context 
becomes more complex to define. In addition, 
the control of a risk is much more demanding 
as cyber-attacks could lead even to a safety 
event. This trend is observed for domains that 
are critical to society, such as healthcare where 
cyber-attacks are on the rise in the last decade 
[Healthcare Information and Management 
Systems Society, 2019; Deloitte, 2013]. 

The integration of IT, coupled with the specific 
requirements of CIs, create new challenges 
for both decision makers and operators. The 
risk assessment for CIs has a certain focus 
that is dictated by these environments, such 
as operation and availability. The emerging 
technologies challenge the existing approaches,
as there appear new vulnerabilities and windows 
for malicious actors to disrupt critical systems. 
Therefore, the processes of identification, 
prioritization and mitigation of risks require 
evaluation through the prism of new technologies 
and challenges.

MANAGING CYBER RISKS IN CRITICAL 
INFRASTRUCTURES

The main scope of risk management is to 
prevent losses, damages or loss of functionality 
in a system, in our case a CI. It is obvious that a 
risk cannot be completely eliminated. Instead, 
after the risk identification, analysis and the 
implementation of certain mitigation measures, 
it could be reduced to an acceptable level. 
As cyberspace permanently generates new 
risks, a regular and continuous assessment of 
the associated risks is required to ensure the 
effective protection of data, services and CI 
functionality, taking into account the changes 
that occur.

In the process of managing cyber risks in a 
CI, we need to understand that computerized 
systems are at the core of control, monitoring 
and detection systems. It is vital to establish 

the context and identify the parameters that are 
required to assess these risks. By comparison to 
risk management in traditional IT systems, the 
CI safety and resilience elements are unique 
and create new challenges. To ensure that the CI 
risk management is appropriate, it is essential 
to evaluate during the assessment phase all of 
the elements and define the context (activity of 
the CI, relation to other CIs), the risks in terms of 
potential problems, the security concepts being 
followed as well as the limitations of the system 
[National Institute of Standards and Technology, 
2016].

We will continue our analysis with the risk 
management elements in the CI domain that are 
central in the view of emerging IT technologies.
Figure 2 presents the proposed criteria to 
be considered when developing a decision
support system for risk management in critical 
infrastructures.

These elements will define new requirements 
and could improve the methodology of defining 
risks and identifying appropriate mitigation 
measures. We will describe the identified 
elements below and evaluate their implications 
for the overall risk management process. These 
elements will be considered for a decision 
support system concept in the risk management 
process.

Target audience
Approaches in cyber risk management tend 

to be different in scope and content, as these 
capture data to be considered by a specific 
audience. For example, certain approaches are 
targeted to senior management and decision 
making, whereas other to the operators of the CI. 
As such, cyber security risk management should 
not only be treated as a technical function, 
performed by IT or operational technologies 
(OT) experts, but as a complex process oriented 
towards the integral management of the CI 
object or system. The description of cyber 
security risks needs to be clear for both decision 
makers, as the ones who manage risks, as well 
as operators, who are the ones implementing 
mitigation measures for these risks.
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Resilience
The cyber risk management applied in the 

field of OT and CIs brings a new dimension, 
which is resilience [European Commission Joint 
Research Centre Institute for the Protection and 
Security of the Citizen, 2012]. Resilience shows 
the capacity of a system to absorb and buffer 
any anomalies or unexpected changes, as well 
as recover and continue operations [European 
Commission Joint Research Centre Institute 
for the Protection and Security of the Citizen, 
2015]. This is a new element not often met in 
traditional IT risk management approaches. 
Whereas there are tendencies to ensure the 
resilience of IT systems by having this as a core 
requirement, the common aspects currently 
considered are represented in the CIA triangle 
(Confidentiality, Integrity, Availability) which 
indirectly cover resilience as well. This approach 
can also be applied to IT and OT, however due 
to the specifics of CIs the explicit requirement 
for resilience is mandatory in order to ensure 
at all times the availability and operation of the 
system. In the cyber-physical systems, resilience 
is linked to fault tolerance and suggests that 
physical systems continue to operate under 
various conditions, even if certain parameters 

could take on anomalous values. From the CI 
perspective, it can be indirectly deduced that 
computer systems in charge of a function should 
detect and tolerate faults, in order to avoid any 
cyber related incidents that could lead to the 
malfunction of the physical system.

We consider the element of assessing 
resilience within risk management to be a 
challenge, as any component of a system needs 
to be part of a comprehensive modelling and 
simulation process in order to understand the 
impacts of changes. Assessing this element in 
the context of emerging IT technologies in CIs 
can constitute a even more complex task.

Modelling and simulation
Modelling and simulation (M&S) are important 

tools to evaluate potential changes in a 
system over time, as well as create the ability 
to forecast the dynamics of a system. M&S 
can be used to analyze the interdependence 
and interconnection between CIs, as well as 
the impact of any change in any component 
across the entire system [Ani et al., 2019]. The 
functionalities, technologies and operations 
of a CI are used to model the effects of 
implementing security controls and estimate 
the results after a change. This is very useful in 

Fig. 2: Elements to be considered for a decision support system in risk management
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the context of risk mitigation and in the overall 
process of risk management in CIs. However, as 
there are different approaches in the protection 
of CI systems, it is still a challenge to choose 
the most effective one due to the complexity of 
these systems. 

In addition, M&S for CIs already adopted the 
idea of system of systems. It is hard to think of 
a CI that, today, exists in isolation. For example, 
most, if not all, CIs would be dependent on energy 
supply. This complicates the risk management 
process due to the quantity and hierarchy 
of systems to be considered. Furthermore, 
enriching data with the connections between 
CIs, whose elements may be spread cross-border 
as well, increases significantly the volume of 
risk data. Similar to the IT domain, the system 
of systems concept complicates the assessment 
and requires modelling techniques.

Modelling can be used in the risk management 
processes for emerging technologies such as 
IoT, and help evaluate the cyber risks [Alcaraz 
& Zeadally, 2015]. This would support the 
understanding of changes in a CI by utilizing 
various perspectives. Current research shows 
that the most common modelling techniques 
used in CIP are empirically based [Ani et al., 
2019, Ouyang, 2014], whereas protection-based 
cyber-attack assessments are easier to adopt 
[Rabe et al., 2018]. These findings help contour 
a new approach in ensuring cyber security and 
would refine the output from a decision support 
system in evaluating risks and mitigations.

Complexity and interdependence
Complexity and interdependence are other 

particularities of risk management in CI. The 
cyber dimension is integrated into the physical 
system, which ultimately creates new demand for 
knowledge required to manage risks. CIs could 
often be referred to as cyber-physical systems, 
which derive the requirement to have both types 
of knowledge and experience for managing 
risks [König et al., 2019]. The cyber-physical 
link is widely reflected in research as the 
increase of attack surface by having embedded 
computers in physical systems responsible for 
operations [Choraś et al., 2016]. This leads to 

an increase of potential vulnerabilities as well 
as attack vectors. Consequently, cyber security 
should already be included in the overall risk 
assessment plans for any CIs and treated as an 
intrinsic part.

Human factor
The human factor plays a vital role in risk 

management for any domain. One implication 
of the human factor is that accuracy decreases 
as the complexity increases, which is associated 
with CIs as well. Risk assessment methodologies 
often take into account one risk linked to 
a specific component or its functionality. 
When it comes to a cyber attack that could 
affect a component, often interconnected, it 
requires modelling and simulations in order 
to understand the precise impact on all other 
components and systems. As a CI is considered 
a system of systems, and IT components are 
integrated in most of them, it creates complexity 
for the decision makers. This also applies to 
the identification and selection of appropriate 
countermeasures. 

Another important human factor in cyber risk 
management is the perception. Recent studies 
illustrate that experts were more aware of 
vulnerabilities for which attacks were reported 
more frequently [Ellerby et al., 2019]. This is 
potentially due to familiarity and specific 
knowledge of this system based on the incident 
reports. In addition, the perception is that it is 
harder to conduct an attack on systems that are 
more technologically mature, or by not knowing 
the maturity level [Ellerby et al., 2019]. This shows 
the need for specialized knowledge in different 
areas, to increase the effectiveness and quality 
of the risk identification and evaluation process.

Risk management has not only merged into 
a more complex process, but also requires 
real time collaboration between more parties 
on complex decisions [Filip, 2020]. The human 
factor also links to challenges in developing the 
security culture for operators and management, 
and utterly on risk management in CIs. When 
it comes to presenting the risks and informing 
other stakeholders, the human factor needs to 
be considered. These recommendations should 
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be reflected in the design of a decision support 
system for risk management. 

We believe the support for the decision 
making is mandatory in order to understand 
the full impact of cyber risks upon a CI system, 
as well as identify the appropriate controls 
to reduce these risks. We believe modeling or 
decision support systems are the right approach 
in analyzing different data inputs and providing 
human understandable outputs. 

CONCLUSIONS AND FUTURE RESEARCH
We have ascertained that general risk 

management processes such as identification, 
assessment and control implementation are of 
current interest in research [Ani et al., 2019]. The 
cyber security risks in CI are an emergent topic 
due to recent attacks as well as the critical role 
of the IT components in physical systems. We 
also remarked that the combination of cyber 
risk identification, prioritization and mitigation 
is an insufficiently explored area. Taking into 
account the number of approaches in CIs, we 
believe risk management should be holistic 
and have scenarios covering the cyber risks as 
well. This highlights potential future research in 
defining a decision support system to identify, 
prioritize and potentially propose controls that 
would effectively manage cyber risks in CI.

Based on the analysis, we note that the 
risk management process is becoming more 
complex, and often crafted and adapted to 
the needs of each type of CI. Our outcome 
is that cyber risks are included within the 
general risk management process, but these 

risks would be better identified and managed 
when having specialized knowledge. Very few 
methodologies were evaluating exclusively the 
impact that IT and cyber security have on CIP, 
as a separate module or process. We believe 
that for an effective cyber risk management in 
CIs, it is necessary to improve the accuracy and 
decision-making capability.

We recommend to facilitate this process by 
using decision support systems. The elements 
that should be considered by this system are: 
the knowledge about the CI system and its digital 
components, cyber-attack methodologies and 
tools, resilience, interconnection, dependence 
and human readable outputs. As these elements 
could imply large amounts of specialized data, 
the decision support system would help senior 
management in identifying risks and selecting 
the best package of mitigation measures. This 
would be, in our opinion, a system that would 
promote the secure and safe use of emerging 
technologies in the context of CIs, contribute to 
a better security stance and increase its overall 
security outcomes.

We believe that the present analysis and 
recommendations will contribute to the 
improvement of methodologies used for cyber
risk management in CIs, by assessing current and 
future development of emerging technologies. 
We have also identified the factors that will 
contribute to the development of a decision 
support system to aid this process. Further 
study is required in order to develop and 
improve this technique for managing cyber risks 
in the critical infrastructures.
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