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Building trust among things 
in omniscient Internet using 

Blockchain Technology

INTRODUCTION
In 2018, the number of devices connected 

to the Internet and used around the world 
has exceeded 17 billion, of which the number 
of IoT devices is about 7 billion [1] (excluding 
smartphones, tablets, laptops, fixed or mobile 
phones). And the number is expected to grow 
to 35 billions by year 2025. All these devices 
produce large quantities of raw data which are 
stored in data lakes [2], waiting to be processed 
using Big Data methods such as batch and stream 
processing, in a Cloud Computing infrastructure 

in order to build new intelligence-oriented 
applications and services.

Today’s IoT deployment and operating models 
are largely focused on closed enterprise 
ecosystems, but as the data grows and becomes 
the new gold and IoT turns into the new gold 
mine, there is an increasing interest towards 
datasharing and adoption of a shared economy 
model. However, this horizontal model in 
which raw data are transactioned on digital 
data marketplaces or interchanged among IoT 
devices, poses several key challenges in terms 
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Abstract: Since 1999, when Kevin Ashton coined the term Internet of Things (IoT), till our 
present days, IoT has evolved from a simple concept to one of the topmost business growth 
drivers. Along with Machine Learning, Cloud Computing and Big Data, IoT is the foundation 
stone upon which data- driven digital services are built. In near future IoT will reach a tipping 
point where most of the data generated in Internet will come from billions of devices that 
are too resource-constrained to be able to efficiently enforce complex security and data 
privacy policies. The solution is to use lightweight authentication and agreement protocols 
for dumb devices and integrate distributed ledger technologies, e.g. blockchain in smarter 
devices and make use of smart contracts to execute processes on predetermined rules. 
In this regard, we present a simple smart contract written in Solidity and a young, but 
very promising, blockchain IoT-centric platform, IoTeX. IoTeX is to become fully operational 
in 2019, it supports Solidity and Ethereum virtual machine and adopts a blockchains in 
blockchain architecture, with focus on accommodating a large number of transactions than 
traditional PoW consensus blockchains. And we finish with presenting some interesting 
tools incubated by Hyperledger, a Linux Foundation project, that allow us to build bottom-
top blockchain building blocks.
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of authorization, authentication, ensuring data 
privacy and integrity, such as:

1. Identification is the threat of associating 
am identifier, such as a name, address or a 
pseudonym, with a real person and data about 
that person. The identification is currently 
most accounted threat during the information 
processing phase;

2. Localization and tracking is the threat 
that relies on the capability of determining 
and recording a person’s location. This threat 
requires identification of the subject. Most 
common privacy violations related to this threat 
include GPS stalking, disclosure of private 
information, or generally the uneasy feeling of 
being watched [3, 4];

3. Profiling is the threat that relies on compiling 
information dossiers about individuals with 
the goal of inferring a person’s interests and 
relations with other profiles and data. With 
the new machine learning capabilities which 
reduce the costs, mass-profiling is becoming 
more accessible. Common profile-based 
privacy violations include price discrimination, 
social engineering, unsolicited advertisements 
(e.g. spam campaigns) or erroneous automatic 

decisions, e.g. by Facebooks automatic detection 
of sexual offenders [5, 6, 7];

4.  Privacy-violating interaction and presentation 
is about conveying private information through a 
public medium and disclosing it to an unwanted 
audience. This is a common threat in IoT domains 
such as smart retail, transportation and health 
care, where there is a need for heavy interaction 
with the user;

5. Lifecycle transitions is a threat that occurs 
when smart things disclose private information 
during changes in control spheres in their 
lifecycle. A good example is the compromising 
photos and videos that are often found on used 
cameras or smart phones;

6. Inventory attack refers to the unauthorized 
collection of information about the existence 
and characteristics of personal assets, e.g., 
burglars can use inventory data to check the 
property to find a safe time to break in;

7. Linkage consists in linking different 
previously separated systems such that the 
combination of data sources reveals (truthful or 
erroneous) information that the subject did not 
disclose to the previously isolated sources and, 
most importantly did not want to reveal.

One way to address the security related issues 
is by implementing standard authorization / 
authentication models, including two factor 
authentication (2FA) [9, 10], but there are drawbacks. 
Storing, rolling out and exchanging tokens and 
public keys within M2M space should scale, in this 

case, exponentially, which is far from desirable.  
If we use a central model, such as an IoT platform, 
which would allow us to scale linearly, there is 
still the SPOF (single point of failure) issue. If the 
platform gets compromised, the whole system is 
at risk, as already proven by recent data breaches 
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BUILDING BLOCKS	 

BLOCKCHAIN
Blockchain is an open, distributed, single, 

shared, tamper-evident ledger for maintaining 
permanent records of transactional data. The 
records are called blocks and are linked using 
cryptography. Blockchain is a linked list, where 
the new block contains a cryptographic hash 
(link) of the previous block, and the timestamp 
and transaction data. It is pinning the following 
principles [17]:

 1. Distributed Database. Each party has 
access to the ledger and keeps a full copy of 
the database. No single participant controls the 
information or data. This makes it possible for 
each participant to validate the records of its 
transaction partners directly, without any third-
party partner;

 2. Peer-to-Peer Transmission. Blockchain 
is managed by a peer-to-peer (P2P) network 

collectively adhering to a protocol 
for inter-node communication. 
Nodes in P2P network validate 
transactions (adding new blocks) 
by consensus, following economic 
incentives such as proof of work 
consensus algorithm;

 3. Transparency. Each transaction 
and its associated data are visible 
to anyone with access to the 
system. Each node and each user 
have a unique 30-plus-character 
alphanumeric address, which 
is used for identification. Users 
can opt for anonymity or provide 
proof of their identity to others. 
Transactions occur between 
blockchain addresses;

 4. Irreversibility of Records. Once 
a transaction has been saved in 
the ledger, the records cannot 
be tampered. As a result, they 
are synced to each transaction 
record that was posted in the past. 
Various machine algorithms and 
approaches are enforced to ensure 
that the storage of information 

involving Facebook [11], Google [12], Quora [13], 
Marriott Hotels [14], just to name a few.

Currently there are two complementary strategies 
in making future IoT reliable and secure:

1. A strategy that focuses on resource-
constrained devices such as IoT sensors, 
actuators, beacons, devices found in the edge 
layer (see Figure 1) and which are part of 
Internet-Integrated Wireless Sensor Networks. 
Such a solution would be to develop lightweight 
authentication and key agreement protocols at 
gateway or edge layers [15];

2. The second method is focused on gateways 
and cloud platforms, where data has been 
filtered, aggregated, pruned and stored in 
specific formats. These layers have more 
resources, including more processing power and 
can encapsulate the business logic of sharing 
data. The solution is to use a decentralized 
model such as blockchain and the power of 
smart contracts.

Figure 1: Holistic view of IoT generic architecture [16]
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is permanent, chronologically ordered, and 
readily available to any or all others on the 
network;

5. C o m p u t a t i o n a l  L o g i c .  B l o c k c h a i n 
transactions can be tied to computational logic 
and in essence programmed. Therefore, users can 
set up algorithms and rules that automatically 
trigger transactions between nodes.

CONSENSUS ALGORITHMS
In block, the validation of transactions is 

done by the P2P network of computers using a 
consensus protocol instead of relying on a single 
trusted third party. The blockchain protocol 
formalizes pre-defined consensus rules for 
validating transactions on the P2P network, as 
hard-coded governance rules, managing and 
auto-enforcing transactions of all participants 
in the network. Some of the most important 
consensus algorithms are:

1. Proof of Work (PoW) [18] was first used 
by Bitcoin and is known as the mining 
process. Miners would have to solve complex 
mathematical puzzles through trial and error, 
a process that requires a lot of computational 
power, and the first miner that solves the puzzle 
would be given the permission to add the 
transaction block to blockchain. And he would 
be rewarded for this expensive operation. Thus, 
to have access to block creation and transaction 
validation, an attacker would need at least half 
of the processing power in the P2P network. 
In the case of Bitcoin, the attacker would have 
been able to calculate 24 petahashes and pay 
$150 for electricity every second;

2. Proof of Stake (PoS) [19] has a different 
approach than PoW. Block creators are chosen 
randomly from a pool of stakers (users that 
stake their tokens to become a validator, 
locking their wealth for a certain time). That 
means all tokens/coins are generated at the 
very beginning, instead of being mined like in 
PoW. The validators or block creators are also 
rewarded proportionally to their stake. PoS 
is not only more energy efficient than PoW, it 
also has another major distinction. In PoW it 
is possible for miner to not own the coins they 
are mining, meaning they only seek to maximize 

their profits without actually improving the 
network. In PoS, block creators have their share 
of interest to maintain the network as they 
actually hold the coins of the blockchain on 
which they are validating. The PoS algorithm 
scales better and provides higher transaction 
throughput, making it more IoT friendly.  
The downside of PoS is the compromise on a 
lesser security than PoW. An attacker could 
in theory buy enough stakes to become the 
majority and thus validate wrong transactions 
as part of the attack. However, this scenario is 
unlikely, due to economic constraints. Buying 
so many stakes would certainly result in 
hyperinflation to the point the cost of the attack 
outweighs the reward. Recently, Ethereum 
announced the transition from PoW to PoS 
and a new protocol (Casper) that handles the 
reward and punishment, by seizing the stakes of 
malicious validators;

3. Delegated Proof-of-Stake (DPoS) [20] is known 
as the democratic blockchain. In DPoS, users can 
stake their tokens to vote for certain delegates. The 
vote weight is proportional with the user’s number 
of coins (e.g. if A stakes 2 coins for a delegate and B 
stakes 1 coin, A’s vote outweighs B by 2 times). The 
delegate with most votes is allowed to create new 
blocks and to receive the reward, that could be a 
fix amount generated through inflation or based 
on transaction fee. Therefore, a delegate wants 
to receive as much votes as possible, constantly 
seeking to create things valuable for the network 
and the community. One use case is EOS, the 
crypto currency powering the EOSIO, an open-
source blockchain software protocol that provides 
developers and entrepreneurs with a platform on 
which to build, deploy and run high-performing 
decentralized applications (dApps);

4. Practical Byzantine Fault Tolerance (pBFT) [21] 
model provides with a Byzantine state machine 
replication that tolerates Byzantine faults (e.g. 
compromised nodes) based on the assumption 
that there are nodes that have failed and there 
are manipulated messages delivered in the 
network with the purpose to create confusion. 
The pBFT algorithm has been designed to work 
asynchronously and has been optimized for 
high performance with an impressive overhead 
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runtime and only a slight increase in latency. 
All  the nodes in the system in pBFT model are 
ordered in a sequence with one node being 
the primary or the leader node and the others 
referred to as the backup nodes. All nodes within 
blockchain exchange messages with each other in 
order for honest nodes to come to an agreement 
of the state of the system through a majority. Nodes 
communicate with each other heavily, and not only 
have to prove that messages came from a specific 
peer node, but also need to verify that the message 
was not modified during transmission [22]. pBFT is 
more efficient than PoW, but the model only works 
well with small consensus group sizes due to the 
cumbersome amount of communication that is 
required between the nodes. pBFT is optimal for 
smaller blockchains. There are several platforms 
that have implemented pBFT such as Linux 
Foundation Hyperledger Fabric.

SMART CONTRACTS
Smart contracts are lines of code or small 

programs that are stored on a blockchain 
like any other transaction and automatically 
execute when predetermined terms 
and conditions are met. Basically, smart 
contracts work by implementing simple “if/
when… then… ” statements that are written 
into code on a blockchain in a specific 
programming language. One such language 
is Solidity [23], a high level and object-
oriented language designed to target the 
Ethereum Virtual Machine (EVM). In Figure 2 
we demonstrate a simple contract between 
an IoT service provider and potential service 
consumers. A user that wants to access 
the service, has to enroll and deposit a 
minimum of 10 Ethereum coins (the enroll 
method of the contract). The user will then 
use the getaccess method to reserve the 
right to use the service for a certain number 
of hours. The contract will calculate a fee 
which will be subtracted from user’s balance 
and transfer to service owner wallet. Users 
could also deposit additional coins using 
deposit method, check their balance using 
balance method or withdraw coins from their 
balance. Please notice the depositBalance 

method, which can be invoked only by the service 
owner to check the total balance of all users. All 
actors involved in smart contract transactions 
need blockchain accounts (blockchain wallets), 
each account being identified by a unique address 
(public key). Running each contract requires ether 
transaction fees, which depend on the amount of 
computational.

Use cases for smart contracts include “multi-
signature” accounts, where funds are spent only 
when a required percentage of people agree. 
They can also be used to manage agreements 
between users, say, if one buys insurance from 
the other or access certain services. Smart 
contracts could be used by other contracts 
similar to how a software library works or could 
be used as an application state repository, to 
store information about an application.

Figure 2: A simple contract for accessing an IoT service 
implemented in Solidity and EVM.
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IoT devices and gateways.
These issues reside as part of the trade-off 

required to maintain complete decentralization 
(network partition) in a Brewer’s theorem 
constrained environment, which implies that 
in the presence of a network partition, one has 
to choose between consistency and availability 
[24]. To go around these constraints, we need 
to make compromises on the decentralization, 
going with the assumption that we don’t need 
global scale decentralization, but a local one. 
The solution is to implement a blockchains in 
blockhain architecture. An example is IoTeX 
[25], an auto-scalable and privacy-centric 
blockchain platform for the Internet of Things. 

IoTeX
Instead of connecting all IoT nodes into 

one single blockchain, IoTeX groups the IoT 
nodes into subchains. In this regard, IoTeX is 
basically a network of many blockchains that are 
hierarchically arranged, where many blockchains 
can run concurrently with one another while 
retaining interoperability. At the top of the chain 
is the root blockchain, a public chain accessible 
by anyone, which has three main objectives:

1. Relay value and data across subchains in a 
privacy-preserving way to enable interoperability 
among subchains;

2. Supervision of subchains, e.g., penalize 
the bonded operators of subchain by bond 
confiscation;

3. Settlement and anchoring of payments and 
trust for subchains.

As a conclusion smart contract allow us to:
• Turn legal obligations into automated 

processes;
• Guarantee a greater degree of security;
• Reduce reliance on trusted intermediaries;
• Lower transaction costs.

ADDRESSING BLOCKCHAIN 
CHALLENGES IN IOT

Integrating blockchain into IoT service 
architecture may come with flaws and 
shortcomings:

1. Scalability is one of the main roadblocks to 
the business adoption of blockchain technology. 
There are fears relating to the size of Blockchain 
ledger that might lead to centralization as it’s 
grown over time and required some record 
management which is casting a shadow over the 
main quality of blockchain: decentralization. 
For example, Bitcoin can handle around 7 TPS 
(transactions per second), while Ethereum (the 
PoW version) executes around 20 TPS. These 
are considered extreme low throughputs for 
most business applications, not to mention the 
requirement to handle billions of transactions;

2. Processing power and time is required in order 
to encrypt all transaction data generated by the 
blockchain-based IoT ecosystem. This process is 
exhaustive given the fact that IoT ecosystems are 
very diverse and comprised of devices that have 
very different computing capabilities, especially 
those in the edge and gateway layers and not 
all of them will be capable of running the same 
encryption algorithms at the desired speed;

3. Storage is another roadblock. 
Blockchain ’s  decentral ized 
architecture implies that all 
its nodes are required to store 
the ledger and the ledger will 
increase in size as time passes. It 
the case of Bitcoin, the ledger size 
increases with almost 250MB per 
day. In a IoT-based ecosystems 
there are far more transactions 
and the storage should scale to 
accommodate terabytes of data 
on daily bases. This requirement 
cannot be fulfilled by most of the 

Figure 3: Iotex blockchains in blockchain, a rootchain 
and subchains architecture. (Source: iotex.io)
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IoTeX blockchain gives users the capability 
of provisioning their application-centric sub-
chain, which is backed by the IoTeX root-chain, 
and on which they could do token transfer 
as well as execute smart contracts. It uses a 
proprietary DPoS consensus ( Roll-DPoS), so 
that token holders could vote the delegates 
who will produce new blocks for the whole 
network. For block creation consensus, IoTeX is 
using Byzantine fault tolerance algorithm. IoTeX 
supports Ethereum virtual machine and smart 
contracts written in Solidity.

HYPERLEDGER
Hyperledger [26] is a Linux Foundation 

project, which incubates and promotes a range 
of business blockchain technologies, including 
distributed ledger frameworks, smart contract 
engines, client libraries, graphical interfaces, 
utility libraries and sample applications.

Hyperledger could be used to develop the 
required blockchain building blocks, including 
consensus and smart contracts.

Some of the frameworks and tools Hyperledger 
provides are:

• Hyperledger Burrow is a permissionable 
smart contract machine, providing a modular 
blockchain client with a permissioned smart 
contract interpreter built in part to the 
specification of the Ethereum Virtual Machine;

• Hyperledger Fabric is a blockchain framework 
intended for developing applications or 
solutions with a modular architecture, 
allowing components, such as consensus and 
membership services, to be plug-and-play;

• Hyperledger Grid is a WebAssembly-
based project for building supply chain 
solutions, seeking to assemble blockchain 
shared capabilities in order to accelerate the 

development of ledger-based solutions for all 
types of cross-industry supply chain scenarios;

• Hyperledger Sawtooth is a modular platform 
for building, deploying, and running distributed 
ledgers. Hyperledger Sawtooth includes a novel 
consensus algorithm, Proof of Elapsed Time 
(PoET) [27], which targets large distributed 
validator populations with minimal resource 
consumption;

• Hyperledger Iroha is a modular distributed 
blockchain platform with its own unique chain-
based Byzantine Fault Tolerant consensus 
algorithm, called Yet Another Consensus and 
the BFT ordering service algorithms, rich role-
based permission model and multi-signature 
support;

• Hyperledger Indy provides tools, libraries, 
and reusable components for creating and 
using independent digital identities rooted on 
blockchains or other distributed ledgers so that 
they are interoperable across administrative 
domains, applications and any other “silo”;

•  H y p e r l e d g e r  C o m p o s e r  i s  a  s e t 
o f  collaboration tools for building blockchain 
business networks that make it simple and fast 
for business owners and developers to create 
smart contracts and blockchain applications;

• Hyperledger Caliper is a blockchain 
benchmark tool, which allows users to measure 
the performance of a specific blockchain 
implementation with a set of predefined use 
cases;

• Hyperledger Explorer can view, invoke, 
deploy or query blocks, transactions and 
associated data, network information, chain 
codes and transaction families, as well as any 
other relevant information stored in the ledger.

CONCLUSIONS
The number of IoT devices is expected to grow 

with a steady 15% each year, a fact that is raising 
multiple issues regarding the security and data 
privacy. IoT is a vertical ecosystem with most of 
the devices being resource-constrained, unable 
to enforce complex security patterns. In this 
case the strategy to mitigate the security risks 
is to develop lightweight authentication and key 
agreements protocols.

Properties
Public vs Private
Scalable
Robust
Privacy-centric
Extensibility
Instant Block Finality

Rootchain
Public
Required
Strongly Required
Required
Non-Turing Complete
Required

Subchain
Public or Private
Varies
Required
Varies
Turing Complete
Required

Table 2: Comparison Between Rootchain and Subchain
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For the rest of devices, mainly localized in the 
gateway and cloud computing layer, a decentralized 
digital ledger can be used to establish trust through 
the usage of smart contracts and blockchain 
technologies. In figure 2 we demonstrate a simple 
usage of smart contracts, implementing a Solidity 
contract to access data services, contract that can 
be deployed on Ethereum virtual machine.

We have also shown that a complete 
decentralized blockchain has extreme low 
throughput, unacceptable for large scale IoT 
deployment models. To mitigate this, we need 
to tradeoff some of the decentralization for 
faster consensus and validation. The solution 
is to implement a blockchains in blockchain 
architecture, where some of the workload is 
done in local clusters (subchains) with a high 
degree of autonomy by with standardized ways 
of communicating with the subchain network.   
A project that is doing just that is IoTeX, a 
faster and flexible IoT platform that is to be 

fully operational in the last quarter of 2019 and 
which supports Ethereum Virtual Machine and 
Solidity.

Besides IoTeX, there is Hyperledger, a Linux 
Foundation incubator for an extensive set 
of blockchain projects with focus on the re-
use of common building blocks and rapid 
innovation of distributed ledger technologies 
and components. The Hyperledger provides 
with tools for implementing smart contracts 
and consensus, define business logic, develop 
deployment models and monitor performance.
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